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The information in this USER’S MANUAL has been carefully reviewed and is believed to be accurate. The
vendor assumes no responsibility for any inaccuracies that may be contained in this document, makes
no commitment to update or to keep current the information in this manual, or to notify any person
organization of the updates. Please Note: For the most up-to-date version of this manual, please see our
web site at www.supermicro.com.

Super Micro Computer, Inc. (“Supermicro”) reserves the right to make changes to the product described
in this manual at any time and without notice. This product, including software, if any, and
documentation may not, in whole or in part, be copied, photocopied, reproduced, translated or reduced
to any medium or machine without prior written consent.

IN NO EVENT WILL SUPERMICRO BE LIABLE FOR DIRECT, INDIRECT, SPECIAL, INCIDENTAL, SPECULATIVE
OR CONSEQUENTIAL DAMAGES ARISING FROM THE USE OR INABILITY TO USETHIS PRODUCT OR
DOCUMENTATION, EVEN IF ADVISED OF THE POSSIBILITY OF SUCHDAMAGES. IN PARTICULAR,
SUPERMICRO SHALL NOT HAVE LIABILITY FOR ANY HARDWARE,SOFTWARE, OR DATA STORED OR USED
WITH THE PRODUCT, INCLUDING THE COSTS OFREPAIRING, REPLACING, INTEGRATING, INSTALLING OR
RECOVERING SUCH HARDWARE,SOFTWARE, OR DATA.

Any disputes arising between manufacturer and customer shall be governed by the laws of Santa Clara
County in the State of California, USA. The State of California, County of Santa Clara shall be the
exclusive venue for the resolution of any such disputes. Super Micro's total liability for all claims will not
exceed the price paid for the hardware product.

FCC Statement: This equipment has been tested and found to comply with the limits for a Class A digital
device pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference when the equipment is operated in a commercial environment. This
equipment generates, uses, and can radiate radio frequency energy and, if not installed and used in
accordance with the manufacturer’s instruction manual, may cause harmful interference with radio
communications. Operation of this equipment in a residential area is likely to cause harmful interference,
in which case you will be required to correct the interference at your own expense.

California Best Management Practices Regulations for Perchlorate Materials: This Perchlorate warning
applies only to products containing CR (Manganese Dioxide) Lithium coin cells. Perchlorate Material-
special handling may apply. See http://www.dtsc.ca.gov/hazardouswaste/perchlorate/ for further
details.

Manual Revision 1.2d
Release Date: September 1, 2014

Unless you request and receive written permission from Super Micro Computer, Inc., you may not copy
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Part 1 Background
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1 SuperDoctor 5 Overview

SuperDoctor 5 (SD5) is an agent system that runs on monitored hosts designed by Supermicro to provide

local system health and information. SD5 supports a Web-based interface program and a command line

interface program for server management.

1.1 Key Features

Supports monitoring, control, and management functions.

o Hardware Monitoring: fan speed, temperature, voltage, chassis intrusion, redundant power
failure, power consumption, disk health, raid health, and memory health.

o 21 Types of system information: BIOS, Baseboard, Chassis, Computer System, Disk Drives,
FRU, Memory, Network, Printer, Processor, System Slot, IPMI, Power Supply, Account,
Operating System, Process, Service, Share, Time Zone, OEM Strings, and System Cfg Options.

Provides SNMP extensions for network management system.
Easy to use Web-based and command line interfaces.
Notifications sent via email and SNMP traps.
Easy to customize:
o Pluggable hardware and software monitoring plug-ins.
o Compatible with Nagios plug-ins.
Supports Windows and Linux platforms.

[ Health nfo | ' il
@ Motherboard: X8DTU-LN4+ @ Status

_? Fan Speed

Figure 1-1: SD5 Web-based Console
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Notes:

Monitoring memory health by SuperDoctor 5 is only available on Linux platforms. This
function is not available on Supermicro desktop motherboards. Besides, not all
Supermicro servers support the function of monitoring memory health. Please refer to
the Supermicro web site for an up-to-date list of supported products.

Monitoring SMART health supports non-RAID internal hard disks and does not support
USB hard disks and flash disks. To use this function, install the smartctl utility program
first.

Monitoring RAID health is available on LSI MegaRAID 2108 and 2208 controllers. LSI
MegaRAID 2008, LS| Fusion-MPT based and Intel Rapid Storage Technology controllers
are not supported.

The system information is platform dependent. Types include Desktop Monitor, Floppy,
Keyboard, Port Connector, Parallel Port, Pointing Device, Serial Port, Computer
Summary, Startup Command, and Video Controller, which are supported on Windows
platforms only.

BIOS flashing is supported on Windows platforms only. This function is available on
Supermicro motherboards newer than H8, X8, and X9 series. Please refer to the
Supermicro web site for an up-to-date list of supported products.

The system tray function is supported on Windows platforms only.
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1.2 Minimum System Requirements

Hardware

o Supermicro servers

o 200 MB free disk space

o 64 MB available RAM

o An Ethernet network interface card
Operating System

o Red Hat Enterprise Linux Server 5.x
Red Hat Enterprise Linux Server 6.x
Red Hat Enterprise Linux Server 7.x
SUSE Linux Enterprise 11.x
Windows 2008 Server R2
Windows 2012 Server R2

o O O O O

O Note that SuperDoctor 5 might be run on the operating systems not in the support list but
not fully validated by Supermicro.

Browser
o Internet Explorer 8.x
o Firefox 3.x

Screen resolution
o 1024 x768

1.3 Default TCP/UDP Ports

Binds TCP port 8181 for HTTP

Binds TCP port 8444 for HTTPS

Binds TCP ports 5333, 5666, and 5999 for NRPE (See 3.2 Connection Modes for more information)
Binds for internal communications TCP port 7777 and a free TCP port between 31000-32999
SNMP GET sent on UDP 161

SNMP Trap sent on UDP 162
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2 Setting Up SD5

2.1 Installing SD5

SD5 provides installers for both Windows and Linux platforms. A user can run the installers in either of
two modes: GUI interactive mode and text-console mode. The text-console mode can be run with either
interaction or silence. If a user wants to deploy SD5 to a large number of hosts, installing with the text-
console mode in silence is particularly useful.

2.1.1 Windows Installation

Step 1: Execute the SD5 installer. Note that you must have Administrator privileges to install and run
SD5.

Step 2: Click the Next button to continue.

b, Supermicro SuperDoctor 5 (SD5) Installer |;|£-

Installanywhere will guide you through the installation of SuperDoctor
A (1.0.0_huild 505-20140306134728)

Itis strongly recommended that yau quit all programs befare
cantinuing with this installation.

Click the 'Mext' huttan to proceed to the next screen. Ifyou want to
change something on a previous screen, click the 'Previous' button

You may cancel this installation at any time by clicking the 'Cancel’
buttan.

Previous

s

Figure 2-1
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Step 3: Select the “I accept the terms of the License Agreement” option and click the Next button to
continue.

Installation and Use of SuperDoctor 5 Requires Acceptance of the

r

F ing License Agreement

i sat The license distributed with SDS (SuperDoctor 5)
grants vou the right to use the 5SD5 scftware on a
Supermicro product, subject to the restrictions
listed kelow and the disclaimer relating to
warranties, support and damages.

Il foldzr

1. DISCLAIMER: This software is provided on an "as
is™ basis, without any other warranties, or
conditions, express cor implied, including but not
limited toc warranties of merchantable guality,
merchantability or fitness for a particular
purpose, or those arising by law, statute, usage
of trade or course of dealing. The entire risk as
to the results and performance of the Product is
agsumed by vou. Neither we nor cur dealers or
suppliers shall have any liakility to you or any
other perscn or entity for any indirect,

() | zooept the terms of the Libznss Agreement

®

Cancel Previous

E——— s

Figure 2-2

Step 4: Click the Choose button to select a directory to install SuperDoctor 5 and click the Next button to
continue.

Where Would You Like to Install?
| C:\Program Files\Supermicro\SuperDoctor5 |

Restore Default Folder || Choose... |

Chooszz 2 Java Vil

MRIP Sz

Ator SULALEFY
Ilirig...

izl Cormglziz

Cancel

Figure 2-3
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Step 5: Select “Built-in (JRE 1.6.0)”built-in Java VM and click the Next button.

O Note: If you select "Choose a Java VM", the architecture of the selected Java VM must be
compatible with the installer. For example, to use an x86 version of SuperDoctor 5, you

need to select an x86 version of Java VM.

(SD5) Installer

Please choose a Java WM for use by the installed application. Select
"Built-in" option to use built-in Java ¥M or select"Choose a Java V"
option to use another Java VM version.

(® Built-in (JRE 1.6.0_43)
(O Choose a Java VM

Figure 2-4

Step 6: In this step, users can decide whether to install SuperDoctor 5 SNMP extension or not.
SuperDoctor 5 contains an SNMP extension module that should be plugged in into the Microsoft
Windows SNMP service. Users can therefore query the readings of monitored items via SNMP. To install
the SNMP extension, the Microsoft Windows SNMP service must be installed first.

If the Microsoft Windows SNMP service is not installed, you can either:
e exit the installation program to manually install the Microsoft Windows SNMP service,
or

o install the SuperDoctor 5 without the SNMP extension.
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2iup Horis
Coniigura wzo

Pre-lnsi 00l SULEEEY
Insizlling...

Inzizll Complziz

Cancel
]

Do you want to exit the installer and manually install the built-in
SNMP server first? The SuperDoctor 5 supports the query of health
infarmation via SNMP. To use this function, the operating system
huilt-in SNMP service must be installed. The installer cannot detect
the built-in SNMP service in this system.

O Yes, | want to exitthe installation program.

® No, continue to install program without SNMP support.

Figure 2-5

If the Microsoft Windows SNMP service is installed and started, you can either

or

install the SuperDoctor 5 and the SNMP extension,

install the SuperDoctor 5 without the SNMP extension.

S2iup 2 2y 50012

0 00ris
Confgurs wao
Pra-Insiallzation Uy
Insizlling...

Insizall Cormgplaiz

Cancel
)|

Do you want to install the SuperDoctor 5§ SNMP extension? The
SuperDoctor 5 supports the gquery of health information via SNMP. To
use this function, the operating system huilt-in SNMP server must he
installed. The installer has detected the built-in SNMP service in this
system.

O Yes, install the SNMP extension.
@ No, do notinstall the SNMP extension.

Figure 2-6
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Step 7: Select Yes to use the default key stores and click the Next button to continue. For more
information on how the keystores are used, see 9 SSM Certification in this manual.

B

Do you want to use the default key stores provided by the installer? A
key stare contains public keys or private keys that are used to create
a secure communication channel between the SuperDoctor 5 and
its callers (i.e., the SSM Server, SSM Web, and SSM CLI).

Uliilidiyy

Cancel

Figure 2-7

Step 8: Three communication modes are supported in SuperDoctor 5. See 3.2 Connection Modes for
more information. By default, Mode B (SSL) and Mode C (Keypair) are enabled when SuperDoctor 5 is
installed. You can configure the port numbers. Click the Next button to continue.

SuperDoctor 5 supports three connection modes: plain text with
allowed IP, anonymous SSL connection with allowed IP, and SSL
connection with a public key infrastructure. You can configure the port
numbers of the three modes.

Mode A Non-SSL Port |5333

Mode B. SSL Port | 5666

Conngur:

i Mode C. Keypair Port | 5999

Comglzaiz

Cancel

Figure 2-8
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Step 9: SuperDoctor 5 provides the Web console “SD5 Web” (see “4 SD5 Web” in this manual for more
information). Select Yes to enable the SD5 Web. You can also configure the default HTTP port number
and the default HTTPS port number to access the SD5 Web. When completed, click the Next button to
continue.

b} Supermicro SuperDoctor 5 (SD5) Installer I;Ii-

The SuperDoctor & containg a plugable YWeb server module that can
be enabled or dizabled. ¥ou can alzo configure the default HTTF and
HTTPS part numbers ofthe SuperDoctar 5 Wehb ifitis enabled.

Do you want to enable the SuperDoctor 5 Weh?
® Yes O No

ONAR NN AT AT ATATN

HTTP Port 8181

HTTPS Port [84%4

Cancel Previous

_ cenN——

Figure 2-9

Step 10: Click the Install button to install the SuperDoctor 5 software on your computer.

Please review the ing before continuing:

Install Folder:
C:\Program Files\Supermicro\SuperDoctors

Keep Config

DISPLAY_NAME

HEE) @A) A R) &) &) (&)

DISPLAY_NAME_EXIST
Inzizlling...

D In Comglziz .
Version

Disk Space Information (for Installation
Target):

Required: 214,250,319 bytes

Available: 145.677,217,792 bytes

| install
Figure 2-10
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Step 11: The installation is complete. Note that you do not need to reboot your computer to use SD5.
Click the Done button to exit.

tongramlah’ons! SuperDoctor 5 has been successfully installed to:
C:\Program Files\Supermicro\SuperDoctor 5

Press "Done” to quit the installer.

7
e,
7
e,
“,
7
@
e,
7
&)

L_Cancel ; \__P_rf;\/io_us

Figure 2-11

2.1.2 Linux Installation

Step 1: Execute the SuperDoctor 5 installer. Note that you must have root privileges to install and run
SDS5.

Step 2: Press the Enter key (on your keyboard) to continue.
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BB root@localhost~ =8 -

Preparing CCOHSCLE Mode Installation... -~

5D5 jcreated with Installinywhere by Macrovision)

Introduction

Installinywhere will guide you through the installation of SuperDoctor 5.

It i=s strongly recommended that you gquit all programs before continuing with
this installation.

Respond to each prompt to proceed to the next step in the installation. If you
want to change something on a previous step, type 'back'.

You may cancel this installation at any time by typing 'gquit!'.

FEES5 <ENTER> TC CONTINUE: LY

Figure 2-12

Step 3: Accept the license agreement and press the Enter key to continue.

P root@localhost~ == -

&. COMPLETE AGREEMENT. This Licence constitutes the entire agreement between -~
the partie=s with respect to the use of the Software and Materials, and

supersedes all prior or contemporanecous understandings or agreements, wWritten

or oral, regarding such subject matter. No amendment to or modification of this
Licence will be binding unless in writing and signed by a duly authorized
representative of Super Micro Computer Inc.

Super Micro Computer Inc.
980 Rock Avenue

San Jose, CR 95131

TSR

(408) 503-8000 Voice

(408) 503-8008 Fax

E-m2il: support@supermicro.com
PRESS <ENTER> TC CCNTINUE:

Internet: http://www.supermicro.com

5D5 (SuperDoctor 5) Copyright(e) 1993-2014 by Super Micro Computer Inc. and its
licensors. R11 Rights Reserved. =

DO ¥YOU RCCEPT THE TERMS OF THIS LICENSE AGREEMENT? (Y/N): “

Figure 2-13
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Step 4: Enter a directory to install SuperDoctor 5 and press the Enter key to continue. We recommend
installing SuperDoctor 5 to the default folder (/opt/Supermicro/SuperDoctor5).

EP root@Ilocalhost:~ ILIE-

Chooze an install foldex

Where would you like to install?
Default Install Folder: Jfopt/Supermicro/SuperDoctors

ENTER AN RBSCLUTE PBATH, CR PRESS <ENTER» TC ACCEPT THE LDEFAULT
Figure 2-14

Step 5: Use the built-in Java VM and press the Enter key to continue. Note: If you select "Choose a Java
VM" option, the architecture of the selected Java VM must be compatible with the installer. For example,
to use an x86 version of SuperDoctor 5, you need to select an x86 version of Java VM.

P root@localhost:~ |;|£-

s

Chooze a Java VM

Please choose a Java VM for use by the installed application. Select "Built-in"
option to use built-in Java VM or select "Choose a Java VM"™ option to use anothe
r Java VM wersion.

->»1- Built-in (JRE 1.6.0 43)
2- Choose a Java VH

ENTER THE NUMBER FOR YOUR CHOICE, OR PRES55 <ENTER> TO ACCEPFT THE DEFAULT:
Figure 2-15

Step 6: Use the default key stores and press the Enter key to continue. For more information on how the
keystores are used, see 9 SSM Certification in this manual.

B root@localhost:~ |;|i-

s

Setup a key store

Do you want to use the default key stores provided by the installer? A key store

contains public keys or private keys that are used to create a Secure communic
ation channel between the SuperDoctor 5 and its callers (i.e., the 55M Server, 5
5M Web, and 35M CLI).

-»1- Yes
2- Ho

ENTER THE NUMBER FCR YCOUR CHOICE, COR PEESS5 <ENTER» TO ACCEPT THE DEFAULT:

Figure 2-16

Step 7: Three communication modes are supported in SuperDoctor 5. See 3.2 Connection Modes in this
manual for more information. By default, Mode B (SSL) and Mode C (Keypair) are enabled when SD5 is
installed. You can configure the port numbers. Press the Enter key to continue.
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EP root@localhost:~ |;|i-

Setup ports

SuperDoctor 5 supports three connection modes: plain text with allowed IP, anony
mous 55L connection with allowed IP, and 55L conmnection with a public key infras
tructure. ¥You can configure the port numbers of the three modes.

Mode &. Non-55L Port (DEFAULT: 5333):

Mode B. 55L Port (DEFAULT: 5666):

Mode C. Keypair Port (DEFAULT: 5999): -

Figure 2-17

Step 8: SuperDoctor 5 provides the Web console “SD5 Web” (see 4 SD5 Web in this manual for more
information). Select 1 (Yes) to enable the SD5 Web. You can also configure the default HTTP port
number and the default HTTPS port number to access the SD5 Web. When completed, press the Enter
key to continue.

P root@Ilocalhost:~ |;|£-

Configure web

Do you want to enable the SuperDoctor 5 Web? The SuperDoctor 5 contains a plugab
le Web server module that can be enabled or disabled.

-»1- Yes
2- Ho

ENTER THE NUMBER FCR YOUR CHOICE, COR PREESS <ENTER»> TO ACCEPT THE DEFAULT:

Configure web

You can configure the HITP and HITPS port numbers of the SuperDoctor $ Web.

HITF Port (DEFAULT: 8181):
HITFS Fort (DEFAULT: £444): LY

Figure 2-18

Step 9: This step shows the pre-installation summary. Press the Enter key to continue.

Supermicro SuperDoctor 5 User’s Guide



Pre-Installation summary

Please review the following before continuing:

Install Folder:
Jopt/Supermicro/SuperDoctors

EEEF CCONFIG

DISPLAY NAME

Disk Space Information (for Installation Target):
Eeguired: 208,139,427 bytes
Awailable: 24,060,633,088 bytes

PRESS «<ENTER>» TO CONTINUE:

Figure 2-19

Step 10: Press the Enter key to install the SuperDoctor 5 software on your computer.

Ready To Install

Installinywhere is now ready to install SuperDoctor 5 onto your system at the
following locatiom:

Jopt/Supermicro/SuperDoctors

PRESS <ENTER» TO INSTALL:

Figure 2-20

Installation Complete

Congratulations. SuperDoctor 5 has been successfully installed to:
Jopt/S3upermicro/Superboctoxrs
SuperDoctor 5 Webk URL and default login account

URL http://localhost:g8ls8l
ID/PW ADMIN/ADMIN

Copyright (c) 1993-2014 Super Micro Computer Inc.

FEESS <ENTEER> TO EXIT THE INSTALLER:

Figure 2-21

< m

Step 11: The installation is complete. Press the Enter key to exit the installer. Note that you do not
need to reboot your computer to use SD5.
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Step 12: SuperDoctor 5 contains an SNMP extension module that can be plugged in to the default Linux

SNMP service. The last step shows how to manually configure the default Linux SNMP service to enable

the SuperDoctor 5 SNMP extension. To install the SNMP extension, the default Linux SNMP service must
be installed first. The figure below shows the steps to manually plug the SuperDoctor 5 SNMP extension
in to the default Linux SNMP service.

EP root@localhost~ |;|£-

SuperDoctor 5 SHMP extension configuration steps

Do the following settings to enable the SHMP function provided by the
SuperDoctor 5 SHNMP extension.

1. BRdd the following line into the file /Jetc/snmp/snmpd.conf

pass .1.3.6.1.4.1.10876 /fopt/Supermicro/SuperDoctors/libs/native/snmpagent
2. Restart the SNMP service.

service snmpd restart

3. For Red Hat Enterprise Linux 5., use the following command to allow the
SNMP extension to access hardware resources.

setsebool -F snmpd disable trans=l

4, For Red Hat Enterprise Linux 6.X, open /etc/selinux/config file and replace
"SELINTH=enforcing™ with "SELINUX=disabled"

PRES55 <ENTER»> TO CONTINUE: v

Figure 2-22
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2.1.3 Silent Mode Installation

Silent mode installation provides a way to install SuperDoctor 5 without the interaction with users. This
is particularly useful when users want to deploy the SuperDoctor 5 to a large number of hosts. To use
silent mode installation, a property file that contains the necessary SuperDoctor 5 installation settings
must be provided.

Step 1: Prepare a property file for silent mode installation. All configuration options required by the
SuperDoctor 5 installer are included in the property file. The example below shows how SuperDoctor 5
is installed on a Linux platform.

# This file was built by the Replay feature of InstallAnywhere.
# It contains variables that were set by Panels or Consoles.

#Choose Install Folder
# e.g., C:\\Program Files\\Supermicro\\SuperDoctor5
# /opt/Supermicro/SuperDoctor5

USER_INSTALL DIR=/opt/Supermicro/SuperDoctor5

#Choose Install Feature
CHOSEN_INSTALL_FEATURE_LIST=SuperDoctor5
#Choose a Java VM

USE_DEFAULT JVM=Yes
#INSTALLED JVM PATH=/usr/java/jdkl.6.0 43/jre/bin/java

USE DEFAULT KEYSTORE=Yes

#AGENT_PRIVATE_KEYSTORE_PATH=/opt/agent.auth
#AGENT PUBLIC KEYSTORE PATH=/opt/agent.trust
#USE_AGENT DEFAULT KEYSTORE PASSWORD=Yes

#AGENT KEYSTORE PASSWORD=your-keystore-password

#Setup SNMP on Agent side

# Install SNMP extension
USE_AGENT_SNMP_EXTENSION:NO

#Setup Agent connection ports
AGENT ALLOW_IP=127.0.0.1
AGENT NO_SSL_PORT=5333

AGENT SSL_PORT=5666
AGENT_KEYPAIR_PORT:5999
#Setup Agent Web

USE_AGENT WEB=Yes

AGENT WEB_HTTP PORT=8181
AGENT WEB HTTPS PORT=8444

### End of file
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Step 2: Modify the property to meet your needs. Possible attributes and values of the property file are

listed below.
Attribute Description Option
USER_INSTALL_DIR Install folder
Note: It's necessary for you to choose the
same install folder each time when you install
each of these features on a host.
CHOSEN_INSTALL_ Install features SuperDoctor5
FEATURE_LIST Note: Keep features in one line and be
separated by a comma.
USE_DEFAULT_JVM Uses default Java VM Yes | No
INSTALLED_JVM_PATH JVM path if USE_DEFAULT_JVM=No
USE_AGENT_SNMP_EXTENSION Installs SNMP extension No | Yes
USE_DEFAULT_KEYSTORE Uses default key store Yes | No
AGENT_PRIVATE_KEYSTORE_PATH Agent private key store path if
USE_DEFAULT_KEYSTORE=No
AGENT_PUBLIC_KEYSTORE_PATH Agent public key store path if
USE_DEFAULT_KEYSTORE=No
USE_AGENT_DEFAULT_KEYSTORE_PASSW | Uses default password for agent key store. Yes | No
ORD
Note: It’s required to set the
USE_DEFAULT_KEYSTORE=No when you use
customized password.
AGENT_KEYSTORE_PASSWORD The password for agent key store if Your-
password
USE_DEFAULT_KEYSTORE=No and
USE_AGENT_DEFAULT_KEYSTORE_PASSWORD
=No
AGENT_ALLOW_IP Allows connections to Internet addresses
Note: Internet addresses should be in one line
and separated by a comma.
AGENT_NO_SSL_PORT Binds TCP ports for connection with plain text 5333
AGENT_SSL_PORT Binds TCP ports for Anonymous SSL connection 5666
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AGENT_KEYPAIR_PORT Binds TCP ports for SSL connection with a public | 5999
key infrastructure

USE_AGENT_WEB Enables SD5 Web Yes | No
AGENT_WEB_HTTP_PORT SD5 Web listen port 8181
AGENT_WEB_HTTPS_PORT SD5 Web secure listen port 8444

Step 3: Begin the silent mode installation.
For Windows platforms:

SuperDoctor5installer.exe —i silent —f [property_file_name]
For Linux platforms:

./SuperDoctor5installer.bin —i silent —f [property_file_name]

Note that there is no error message shown on the console in silent mode. Once the installation is
completed, an SD5_InstallLog.log file is generated in the [install folder] folder. This file contains
installation log data that can be used for debugging purposes.

You can open the following log files to check whether SuperDoctor 5 is installed successfully. Note that
these steps are optional and meant for troubleshooting only.

Step 4: Check SD5_InstallResult.log file to make sure SuperDoctor 5 is properly installed. Note that no
error messages are shown on the console in silent mode. Once the installation is complete, the
SD5_InstallResult.log file is generated in the [install folder] folder. The following SD5_InstallResult.log
file shows that the SuperDoctor 5 is properly installed.

Installation Result: Success

If a previous version of SuperDoctor 5 is detected during the installation process, the log file is shown
like this:

Installation Time: Tue May 15 09:58:53 CST 2012
Detect previous: 'YES'
Installation Result: Success

With the installation log data, you can start troubleshooting.

Step 5: Check SD5_InstallLog.log. The SD5_InstallLog.log file is generated in the [install folder] folder.
This file contains installation log data that can be used for debugging installation process. The following
SD5_InstallResult.log file shows an example that guides you to check SD5_InstallLog.log file.
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Installation Result: Failed
Root Cause: Installation Process Failed

Please open SD5 InstallLog.log to check "WARNING" or "ERROR" keywords and see if there
are problems.

After opening the SD5_InstallLog.log, you are able to see warnings or errors in the log file.

Summary

Installation: Successful
1885 Successes

5 Warnings

0 NonFatalErrors
0 FatalErrors

Note that all warnings and errors are logged in the file for reference.
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2.1.4 Tips for Deploying a Large Number of SD5s

Suppose that you are going to deploy the SuperDoctor 5 to a cluster containing 100 Supermicro servers.
You can run the SuperDoctor 5 installer in silent mode to automate the installation process. Please
follow these steps:

Step 1: Prepare the SuperDoctor 5 installation program.

Step 2: Prepare a silent mode installation file that will be used by the SuperDoctor 5 installer. Please
refer to 2.1.3 Silent Mode Installation to prepare the silent mode installation file.

Step 3: Put the SuperDoctor 5 installation program and the silent mode installation file in a shared folder
that can be accessed by the 100 Supermicro servers via the network (e.g., use NFS). Alternatively, you
can establish an environment so that the 100 Supermicro servers can download the files using the wget
program (e.g., put the files in a folder managed by a web server).

Step 4: Write a Linux shell script to install the SuperDoctor 5. The example below shows how
SuperDoctor 5 is installed in the /opt folder on a Linux box:
cd /opt

echo "Delete the old SuperDoctor 5 Installer if there is one"
rm ./SuperDoctor5Installer*.bin

echo "Try to uninstall SuperDoctor 5"
/opt/Supermicro/SuperDoctor5/Uninstall/Uninstall -i silent

echo "Delete /opt/Supermicro/SuperDoctor5 folder"
rm -rf /opt/Supermicro/SuperDoctor5

echo "Download the new SuperDoctor 5 Installer"
wget http://your-server.com:8080/SuperDoctor5Installer 5.0.0.bin

echo "Download the silent mode configuration file "
wget http://your-server.com:8080/installer agent.properties

echo "Install SuperDoctor 5"
chmod +x SuperDoctorS5Installer*.bin

./SuperDoctor5Installer 5.0.0.bin -i silent -f installer agent.properties

echo "Check SuperDoctor 5 service status"
service sd5 status

Step 5: Deploy the script to each of the servers and then run it to install SuperDoctor 5.
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2.2 Verifying the Installation

You can use the following commands to check whether SuperDoctor 5 is installed successfully and the
service is running. Note that these steps are optional and meant for troubleshooting only.

After restarting your Windows system, open a DOS prompt and enter the following commands to make
sure the SD5 service has been installed and started.

o] Administrator: Command Prompt I;Ii-

C:xUserssAdministrator>sc gquery =db ~

SERUICE_MAME: sd5
TYPE : 18 WIN32_OWN_PROCESS

STIATE : 4 RUNNING
(STOPPABLE. NOT_PAUSABLE. ACCEPTS_SHUTDOWN>
WIN32_EXIT_CODE : 8 (Ax@A>
SERUVICE_EXIT _CODE : @ (@x@8)
CHECKPOINT : BxA
WAIT_HINT : Bx8

C:sUsers~Administrator>

Figure 2-23

For Linux users, use the following commands to check the SD5 service:

# service sd5 status

2.3 Manually Controlling SD5 Service

If SuperDoctor 5 service is not automatically started, you can start and stop the service manually.

For Windows platforms: In the [install folder] folder, execute startSD5Service.bat and
stopSD5Service.bat to start and stop the SuperDoctor 5 service, respectively.

For Linux platforms: In the [install folder] folder, execute startSD5Service.sh and stopSD5Service.sh to
start and stop the SD5 service, respectively.
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2.4 Uninstalling SD5

In this section, we will show you how to uninstall SD5 on different platforms.

2.4.1 Uninstalling in Windows

Step 1: Execute the Uninstall.exe in the [install folder]\Uninstall folder. Note that you must have
Administrator privileges to uninstall SD5.

Step 2: Click the Uninstall button to continue.

il Uninstall

Aboutto uninstall...

D Uninsialling...
< S ; SuperDoctor 5§
Uninsizll Complziz
This will remove features installed by InstallAnywhere. It will not
remaove files and folders created after the installation.

.- 00

Figure 2-24

Step 3: Please wait while the program uninstalls.
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7

Please wait while InstallAnywhere's uninstaller removes the following features...

-
=/

Preparing...
Uninsiall Complziz Files...

Shortcuts...
LaunchAnywhere
Folders...
Registry...

T Uninstalling...

sion

| Cancel | e ——

Figure 2-25

Step 4: When the uninstall is complete, click the Done button to exit the uninstaller.

All items were successfully uninstalled.

Figure 2-26
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0 Note: SuperDoctor 5 and Super Doctor Il share the same drivers on Windows platforms.
Uninstalling Super Doctor Il will remove the shared drivers and damage the SuperDoctor 5.

Please do not install both applications on the same host.
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2.4.2 Uninstalling in Linux

Step 1: Execute the Uninstaller program located in the [install folder]\Uninstall\ folder. Note that you

must have root privileges to uninstall SD5.

B root@localhost/opt/Supermicro/SuperDaoctor5/Uninstall == -

[root@localhost ~]#% cd Jopt/Supermicro/SuperDoctorsS/Uninstall ~

[root@localhost Uninstalll# . /Uninstall w
Figure 2-27

Step 2: Press the Enter key (on your keyboard) to continue.

BB root@localhost/opt/Supermicro/SuperDoctor5/Uninstall =8 -
Preparing CCOHSCLE Mode Installation... ~
5D5 (created with Installinywhere by Macrovision)

Unin=stall SuperDoctor 5

About to uninstall...
SuperDoctor 5

This will remove features installed by Installinywhere. It will not remove
files and folders created after the installation.

PRESS <ENTER> TO CONTINUE: ~

Figure 2-28

Step 3: Please wait while the program uninstalls.

- | O IIIII

@ root@localhost/opt/Supermicro/SuperDoctor/Uninstall

Uninstalling...

LE

Figure 2-29
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Step 4: The uninstall is complete.

B root@localhost/opt/Supermicro/SuperDoctor5/Uninstall |;|i-

Tninstall Complete

411 items were successfully uninstalled.

[root@localhost Uninstalll$ w

Figure 2-30

2.4.3 Silent Mode Uninstall

Use the following argument to execute the Uninstaller program located in the [install folder]\Uninstall\
folder. Note that you must have root privileges to uninstall SD5.

Uninstall -i silent -f [property file name]
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Part 2 SuperDoctor 5
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3 SuperDoctor 5 Configurations

SuperDoctor 5 needs to be installed on a host to provide in-band management functions. You can
customize the SuperDoctor 5 by modifying its configuration file, which is the agent.cfg file located in the
[install folder] folder. Note that you need to manually restart the SuperDoctor 5 after editing
configurations. To restart the service of SuperDoctor 5, refer to 2.3 Manually Controlling SD5 Service. In
most situations, you use a SuperDoctor 5 once it is installed without modifying its configurations. This
chapter introduces the working concepts of the SuperDoctor 5 and the configuration objects it uses.

3.1 Working Concept

When the SuperDoctor 5 is started, it listens to the TCP/IP ports and waits for requests sent by the SSM
Server, SSM Web, and SSM CLI. SuperDoctor 5 supports five configuration objects, which control how
the SuperDoctor 5 functions.

| Javaclass

\ l
.~ e
'\
AN

N class_name

plugin_path acceptor
Plugin [~~~ ———~ Acceptor
A
plugin_name agent_keystore trust_keystore
A Y
Action Keystore

keystore_file

\
. Keystore file :

Figure 3-1: The relationships among SuperDoctor 5 configuration objects
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e Agent: An agent object represents the SuperDoctor 5 application, which contains attributes such as
agent_name, description, and version. Only one agent object can be defined in the configuration
file. By connecting the agent object to acceptor objects, you can define the port number and the
connection type (SSL or Non-SSL) that the SuperDoctor 5 should support.

e Acceptor: An acceptor object contains an Internet address, a TCP port number, a connection type
(SSL or Non-SSL), and key stores. An acceptor is enabled only when it is connected to an agent
object. An agent object can have more than one acceptor object to provide multiple connection
channels.

e Keystore: When SSL is enabled in an acceptor object, you need to provide keystores to the acceptor
to create an SSL connection. A keystore object is used to indicate the location of a keystore on the
disk.

e  Plug-in: Similar to the SSM Server, the SuperDoctor 5 applies a plug-in architecture and relies on
plug-ins to provide management functions. The primary function of a plug-in object is to tell the
SuperDoctor 5 which plug-in main program should be invoked when a request is dispatched to the
plug-in.

e Action: A SuperDoctor 5 plug-in can provide multiple functions that can be called by clients (i.e. the
SSM Server, SSM Web, and SSM CLI). An action object is used to export one function of a plug-in to
the clients. A plug-in without defining any action object is useless because it cannot be invoked by
the clients.

3.2 Connection Modes

SuperDoctor 5 supports three connection modes: plain text with allowed IP, anonymous SSL connection
with allowed IP, and SSL connection with a public key infrastructure.

Mode A: Plain text with allowed IP

Mode A provides the best transmission efficiency because data is transmitted as plain text without
encryption between the client and the SuperDoctor 5. To prevent unauthorized access to the
SuperDoctor 5, a connection can be established only if the request comes from an Internet address
listed on the allow_ip attribute of the agent object.
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Configuration example:
1. Defining a non-SSL acceptor object

The definition of a built-in non-SSL acceptor object is shown below. The ssl_enabled attribute is set to
false and the default port number for the non-SSL connection is 5333.

define acceptor {

acceptor_name non_SSL
description default non ssl port
port 5333

ssl_enabled false

2. Configuring the agent object

The definition of an agent object configured to use the above non-SSL acceptor is shown below. First,
the acceptor attribute is set to non_SSL (the value of the acceptor_name of the non-SSL acceptor) to tell
the SuperDoctor 5 to enable this acceptor. Second, IP addresses or domain names (in this example,
192.168.12.175.) are added that are allowed to access the SuperDoctor 5 with the allow_ip attribute.

define agent{
agent_name  Agent
description Default Agent

allow_ip 192.168.12.175
plugin_path ./plugins
acceptor non_SSL
version 1.0.0

Mode B: Anonymous SSL connection with allowed IP

Mode B is a trade-off between transmission efficiency and security. In this mode, an anonymous SSL
connection is established so that data is encrypted between the client and the SuperDoctor 5. However,
since an anonymous SSL is used, preventing unauthorized access to the SuperDoctor 5 is still required.
Thus, the allow_ip attribute of an agent object is also used in mode B.
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Configuration example:
1. Defining an anonymous SSL acceptor

The definition of a built-in anonymous SSL acceptor object is shown below. The ssl_enabled attribute is
set to true and the default port number is 5666. For establishing anonymous SSL connections, the
agent_keystore attribute needs to be set to a keystore object, which is used to encrypt data.

define acceptor {

acceptor_name default_acceptor
description default ssl port

port 5666

ssl_enabled true

agent_keystore default_agent_keystore

2. Defining a keystore object

The definition of a built-in keystore object is shown below. The keystore contains a SuperDoctor 5
private key for encryption. The default keystore is located in the [install folder]\certificates\agent.auth
file. See 9 SSM Certification for more information on how to generate new keystores.

define keystore{

keystore_name default_agent_keystore
description keystore
keystore_file .Jcertificates/agent.auth

keystore_password  <your-keystore-password>
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3. Configuring the agent object

The definition of an agent object configured to use the above anonymous SSL acceptor is shown below.
First, the acceptor attribute is set to default_acceptor (the value of the acceptor_name of the
anonymous SSL acceptor) to tell the SuperDoctor 5 to enable this acceptor. Second, IP addresses or
domain names (in this example, 192.168.12.175.) are added to the allow_ip attribute to access the
SuperDoctor 5.

define agent{

agent_name Agent
description Default Agent
allow_ip 192.168.12.175
plugin_path ./plugins
acceptor default_acceptor
version 1.0.0

Mode C: SSL encryption with a public key infrastructure

Mode C ensures secure communications and simplifies the authentication configuration with a public
key infrastructure (PKI). See 9 SSM Certification for more information about how the SSM Server and
SuperDoctor 5 create a secure communication channel with the PKI. Since the PKl is used, the allow_ip
attribute of an agent object is no longer required for authentication.

Configuration examples:
1. Defining an SSL acceptor supporting PKI

The definition of a built-in SSL acceptor object supporting PKI is shown in the example below. The
ssl_enabled attribute is set to true and the default port number is 5999. To establish SSL connections
with PKI, the agent_keystore and trust_keystore attributes need to be set to a keystore object.

define acceptor{
acceptor_name keypair_acceptor
description default ssl port
port 5999
ssl_enabled true
agent_keystore default_agent_keystore
trust_keystore default_trust_keystore
}
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2. Defining two keystore objects

The definitions of two built-in keystore objects for supporting PKI are shown in the examples below. The
default_agent_keystore contains an SD5 private key for encryption and the default_trust_keystore
contains a client’s public key for decryption.

define keystore{
keystore_name
description
keystore_file
keystore_password

default_agent_keystore
keystore
.Jcertificates/agent.auth
<your-keystore-password>

define keystore{
keystore_name
description
keystore_file
keystore_password

default_trust_keystore
truststore
.Jcertificates/agent.trust
<your-keystore-password>

3. Configuring the agent object

The definition of an agent object configured to use the above SSL acceptor is shown in the example
below. All you need to do is to set the acceptor attribute to keypair_acceptor (the value of the
acceptor_name of the SSL acceptor with PKI) so that the SuperDoctor 5 can enable this acceptor. The
allow_ip attribute is not used in this connection mode.

define agent{
agent_name
description
allow_ip
plugin_path
acceptor
version

Agent
Default Agent

./plugins
keypair_acceptor
1.0.0
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Note: By default, only modes B and C are enabled. To enable mode A, please modify the agent object

configuration and append no_SSL to the acceptor attribute.

define agent{

acceptor

}

default_acceptor, keypair_acceptor, no_SSL

3.3 Configuration Overview

Two kinds of configuration files are used by an SD5:

e agent.cfg: This is the main configuration file of an SD5. Three objects are defined in this file: Agent,

Acceptor, and Keystore.

e plugin.cfg: This file is used to define SuperDoctor 5 plug-ins and their exported actions. The plug-ins

located in the same plug-in path specified in the plugin_path attribute of an agent object should

define one plugin.cfg file so that the SuperDoctor 5 can discover how many plug-ins and actions are

supported. A subfolder of a plug-in path can define its own plugin.cfg file. This file can also be

packaged in the same jar file containing the Java bytecode that implements a plug-in.

Note: Multiple plug-ins can be defined in one jar file and the SuperDoctor 5 will determine how many

plug-ins are available according to the content of the plugin.cfg file.

The five object definitions are explained in the following sections.
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3.3.1 Agent Object Definition

An agent object represents one SuperDoctor 5 program. It includes the information of the agent name,
plug-in path and supporting connection modes.

define agent{
agent_name Agent
description Default Agent
allow_ip 192.168.10.55, ssm.supermicro.com, 127.0.0.1
plugin_path ./plugins
acceptor default_acceptor, keypair_acceptor
version 1.0.0
}

agent_name*
The name of the agent object.

description
The description of the agent object.

allow_ip*
The IP addresses or host names allowed to connect to the Agent are defined here. Multiple values

should be separated by a comma. This attribute works if a non-SSL or anonymous SSL connection is used.

plugin_path*
The root folder where the plug-ins are located.

acceptor*
The acceptors that are supported by the Agent. Multiple values should be separated by a comma.

Version
The version of the Agent.

(*indicates a required attribute)
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3.3.2 Acceptor Object Definition

An acceptor object is used to define the acceptable ways for it to connect to its clients. By defining
various Acceptor objects, the SuperDoctor 5 can support different kinds of connection methods at the

same time.
define acceptor{
acceptor_name keypair_acceptor
description default ssl port
address *
port 5999
ssl_enabled true
agent_keystore default_agent_keystore
trust_keystore default_trust_keystore
}

acceptor_name*
The name of the acceptor object.

description
The description of the acceptor object.

address

The IP address where the acceptor should receive connections from. If a host has more than one
network interface card, the SuperDoctor 5 can be configured with this attribute to accept connections
from particular IP addresses bound to the network interface cards. The acceptor will forward connection
requests from all network interface cards if this attribute is not declared or if its value is an asterisk.

port*
The port number the acceptor should listen to.

ssl_enabled*
Enables or disables SSL when a connection is established.

agent_keystore
The private key used by the acceptor. This attribute is required if connection modes B and C are used.

trust_keystore
The public key of SuperDoctor 5 clients. This attribute is required if the third connection mode is used.

“uxn

(The asterisk mark indicates a required attribute.)
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3.3.3 Keystore Object Definition

A keystore object is used to describe the name and the path (i.e., location) of a keystore as well as the
password to access it. This object is applicable if the SSL connection is supported by a SuperDoctor 5.
See 3.2 Connection Modes in this manual for more information.

define keystore{
keystore_name
description
keystore_file
keystore password

default_agent_keystore

A keystore for storing agent's public/private key
./certificates/agent.auth
<your-keystore-password>

keystore_name*
The name of the keystore object.

description*
The description of the keystore object.

keystore_file*
The full file name (including path) of the keystore.

keystore_password*
The password used to open the keystore.

“uxn

(The asterisk mark indicates a required attribute.)
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3.3.4 Plug-in Object Definition

The primary goal of a plug-in object is to indicate a Java class that implements monitoring, control, or
management functions. Usually, a plug-in is only activated by a SuperDoctor 5 when a request is sent to
the plug-in. By setting the active attribute of a plug-in object to 1, a SuperDoctor 5 proactively invokes
the preload function of the plug-in every time the SuperDoctor 5 starts. A plug-in can be disabled by
setting the enable attribute to 0.

define plugin {
plugin_name healthinfo_plugin
class_name com.supermicro.ssm.agent.plugin.healthinfo.HealthinfoPlugin

description HealthInfo Plugin
version 1.0.0

active 1

enabled 1

plug-in_name*
A unique name of the plug-in object.

class_name*
The Java implementation class of the plug-in object.

description*
The description of the plug-in object.

version*
The version of the plug-in object.

active
1: The plug-in will be loaded when the SuperDoctor 5 is started.
0: The plug-in will not be loaded when the SuperDoctor 5 is started. (Default value.)

enabled
1: Enable the plug-in. (Default value.)
0: Disable the plug-in.

“uxn

(The asterisk mark indicates a required attribute.)
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3.3.5 Action Object Definition
An action object defines the exported function and arguments provided by a plug-in.

define action {

action_name healthinfoitemnumber

plugin_name healthinfo_plugin

description Return the number of health monitored items
args -mn SARG1S

max_instance 0

action_name*

The name of the action object. The action name is the name to be invoked by SuperDoctor 5 clients. For
example, when using jcheck nrpe to connect to a SuperDoctor 5, this attribute is provided with the —c
argument of jcheck_nrpe.

plugin_name*
The name of the plug-in object implemented by this action. Every action belongs to one and only one
plug-in.

description*
The description of the action object.

args
The arguments required by the action. For example, when using jcheck_nrpe to connect to a
SuperDoctor 5, this attribute is provided with the —a argument of jcheck_nrpe.

max_instance

The maximum number of concurrent clients allowed to invoke the action. This attribute is used to
prevent a SuperDoctor 5 from being overloaded due to burst requests for an action. This attribute could
be omitted if concurrent access constraint to an action is not necessary.

“uxn

(The asterisk mark indicates a required attribute.)
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3.4 Built-in Plug-ins and Actions

The built-in plug-ins of a SuperDoctor 5 are packaged in the

[install folder]\plugins\builtin\SSMAgentPlugin-build.xx.jar file. Note that you need to manually restart
the SuperDoctor 5 after editing configurations. For details on restarting the service of SuperDoctor 5,
refer to 2.3 Manually Controlling SD5 Service. In most situations, you do not need to understand or
change the built-in plug-ins. However, if you want to write your own automation scripts to invoke the
functions exported by the plug-ins, you can find the necessary information in this section. Users who
want to develop new SuperDoctor 5 plug-ins can also learn how to define a plugin.cfg file for their own
plug-ins.

3.4.1 admin plug-in (admin_plugin)

This plug-in is used to manage all SuperDoctor 5 plug-ins and the life cycle of a SuperDoctor 5. Actions
provided by the admin plug-in include plugin_ver, all_plugin_ver, restart, update, generate_config, and
fetch_username. The definition of the plug-in is shown below.

define plugin {
plugin_name admin_plugin
class_name com.supermicro.ssm.agent.plugin.admin.AdminPlugin
description Admin Plugin
version 1.0.0
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3.4.1.1 plugin_ver Action

This action is used to query the version of a specific plug-in.

define action {
action_name
plugin_name
description
args

plugin_ver
admin_plugin

Get the version of the plug-in

-v -n SARG1S

Options:

ARG1: The name of the plug-in.

Usage:

jcheck_nrpe -H <host address> -dk -c plugin_ver -a <ARG1>

Example:

Use jcheck_nrpe to query the version of admin_plugin on host 10.134.12.18.

admin plugin

[root@localhost jocheck nrpel# ./jcheck nrpe.sh -H 10.134.12.18 -dk -c plugin ver -a

admin plugin wersion = 1.0.0

Figure 3-2
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3.4.1.2 all_plugin_ver Action

This action is used to query the versions of all plug-ins.

define action {
action_name
plugin_name

all_plugin_ver
admin_plugin

description Get versions of all plug-ins
args -v
}
Options:
None.
Usage:

jcheck_nrpe -H <host address> -dk -c all_plugin_ver

Example:

Use jcheck_nrpe to inquire the versions of all plug-ins on host 10.134.12.18.

Plugin wver=sion ...

agent_web = 1.0.0
echo_plugin = 1.0.

ipmi_plugin = 1.0.

bios_log plugin =

systeminfo_plugin
executshle plugin

flashBIO3 plugin =

u]

u]

1

processor_plugin = 1.0.0
healthinfo_plugin = 1.0.0
compound health plugin = 1.0.0

receive passive _check plugin = 1.0.0
lziraid plugin = 1.0.0

memory _health plugin = 1.0.
fake healthinfo_plugin = 1.

0.0

swart_plugin = 1.0.0
admin plugin = 1.0.0

0.0

1.
1.0.0

]

power plugin = 1.0.0
storage_health plugin = 1.

1.0.0

[root@localhost jeheck nrpel# ./jcheck nrpe.sh -H 10.134.12.18 -dk -e all plugin ver
Agent wersion = Z2.1-build.S066-20140117191955

u}
0.0

notification plugin = 1.0.0
send passive check plugin

= 1.0.0

Figure 3-3
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3.4.1.3 restart Action

This action is used to restart a SuperDoctor 5.

define action {

action_name restart
plugin_name admin_plugin
description Restart Agent
args -S
}

Options:

None.

Usage:

jcheck_nrpe -H <host address> -dk -c restart

Example:
Use jcheck_nrpe to restart SuperDoctor 5 on host 10.134.12.18.

[rootflocalhost jeheck nrpe]l# ./jcheck nrpe.sh -H 10.134.12.15 -dk -o restart
Agent restart message has been sent.

Figure 3-4
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3.4.1.4 update Action

This action is used to update a SuperDoctor 5. The definition of this action is shown below.

define action {

action_name update
plugin_name admin_plugin
description Update Agent
args -u SARG1S
}
Options:

ARG1: The update site containing the latest version of a SuperDoctor 5.

Note:
If the version of the installed SuperDoctor 5 is earlier than the latest version available on the update site,
the action will be performed.

Usage:
jcheck_nrpe -H <host address> -dk -c update —a <ARG1>

Example:
Use jcheck_nrpe to update the SuperDoctor 5 on host 10.134.12.18.

[root@localhost jocheck nrpel# ./jcheck nrpe.sh -H 10.134.12.18 -dk -o update -a http
1/ Zew3 . supermicro.com. tw: 8080/ cruisecontrol/artifacts/ Dovnloads, -t 240
Agent restart message has been sent.

Figure 3-5

If the program does not need to be updated, a message “Nothing to update” appears (see the figure
below).

[rootllocalhost jeheck nrpe]l# ./jcheck nrpe.sh -H 10.134.12.158 -dk —o update -a http
i/ /88wl . supermicro.com. tw: 8080/ cruisecontrol/artifacts/ovnloads, -t 240
Nothing to update.

Figure 3-6
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3.4.1.5 generate_config Action

This action is used to generate service object definitions for a particular plug-in. The definition of this
action is shown below.

define action {

action_name generate_config
plugin_name admin_plugin
description Generate configurations
args -H SARG1S --args SARG2S -check_ipmi SARG3S$
}
Options:

ARG1: The IP address of the agent-managed host.

ARG2: The name of the configuration object(s). Valid values include ALL, ping_host, and each of the
plug-in names. Multiple values are separated by a comma.

ARG3: true: Generate IPMI related object definitions as well.

false: Do not generate IPMI related object definitions.

Usage:
jcheck _nrpe -H <host address> -dk -c generate_config —a <ARG1>!<ARG2>!<ARG3> -plus

Example:
Use jcheck nrpe to generate object definitions on host 10.134.12.18.
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[root@localhost jocheck nrpel# ./jcheck nrpe.sh -H 10.134.12.18 -dk -o generate confi
o —a 10.134.12.18% 'ALLY 'true -plus

[[{"agent_wversion'™:"1.0.0 build.457-201401241635824", "Tagent_os_version"™:"Hed Hat Ente
rprize Linux Jerver release 6.07,"use":"agent managed host, linux_hosc”,"wol mac add
ress":"00-30-45-£d-e4-08"}], [[{"use": "processor_health”, "check conmand™:"jcheck proc
ezsor_health!l!pldd”, "service description”:"Processor health™}], [{"notification peri
od™:"24x7", "check interval™: 60, "use':"health compare”, "host_name":null, "check period
MirZ4x?T, "recry interval”:l, "contacts":"admwin®, "notifications_enabled":1, "notificati
on_options™:"w,u,c,r,f","service_description™:"FAN 1","check command”™:"jcheck _health
talo!lo!7e4”, "notification interval™: 120, "contact groups":"admins"}, {"notification p
erigd”:"24x7", "check interwval™: g0, "use':"health cowmpare”, "host_name":null, "check per
iod™:"24x7", "recry_interval™:l, "contacts": "adwin', "notifications enshled":1, "notific
ation options":"w,u,c,r,f", "service description™:"FAN Z7,"check command':"jcheck hea
lth!!a!l1!0!784", "notification interwval'™: 120, "contact groups":"admins"}, {"notificatio
n_period™:T24x7", "check interval™:60, "use":"healch cowmpare”, "Thost_name™:inull, "check
period™: 24y, "rectry interval™:l, "contacts":"adwin”, "notifications_enabled”:1, "noti
figation options":"w,u,c,r,f","service_description”™:"FAN 37, "check command':"jcheck
health!!a!2!0!784", "notification interval™:120, "contact groups":"admins"},{"notifica
tion period":"24x?", "check interval'™: 60, "use":"health compare’, "host _nawe":inull, "che
ck_period™:"Z4x7", "recry interwvalT:l, "contacts':Tadmin”, "notifications_enabled”:l,™n
otification options":"w,u,c,r,f", "service_description™:"FAN 47, "check command™:"jche
ck _health!!a!3!0!784", "notification interval™:120, "contact groups"™:"admins"},{"notif
ication period":"Z4x?", "check interwval'™: 60, "use":"health compare”, "host nawe":null, "
check period™:"24x7","retry interval™:l, "contactsT:Madmin”, "notifications_enabled”:l
,Mnotification options":"w,u,c,r,£", "service description”:"FAN 5", "check command™: "]
check health!!a!4!0!784", "notification interval®™:120, "contact_groups"™: "admins"}, {"no
tification period":"z24x7", "check interwval™:60,"use™:"health compare”, "host name":nul
1, "check period™:"z24x7","retry_ interval™:1, "contacts":"admin”, "notifications enabled
":1l, "notification options"™:"w,u,c,r, 7, "serviece_description”:"CPUl Veore", "check com
mand™: "jcheck health!'!a!8§!1352!1824", "notification interval™: 120, "contact _groups": Mad
mins"},{"notification period":"24x7", "check interwval”:60,"use':"health compare”, "hos
t_name"inull, "check period":"24x7","retry_interval™:1,"contacts': "admwin', "notificati
ons enabled":1l,"notification options":"w,u,c,r,£", "service_description™:"CPU1l DIMH",
"checok compand”:"jcheck health!!al!l0!'1656!1336", "novification interval™:1:20, "contact
_groups':Tadmins"}, {"notification period™:"Z4x7", "check _interval™: 60, "use':"health o
ompare”, "Thost_name":null, "check period™:"Z4x7","retry_interval™:1l, "contacts": "admin™
yMnotifications _enabled”:1, "notification options™:"w,u,c,r,f", "service description™:

Figure 3-7
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3.4.2 echo plug-in (echo_plugin)

This plug-in is used for testing purposes. The definition of this plug-in is shown below.

define plugin {
plugin_name echo_plugin
class_name com.supermicro.ssm.agent.plugin.echo.EchoPlugin

description Echo Plugin
version 1.0.0
}
3.4.2.1echo Action

This action is used to return the same message received by a SuperDoctor 5 back to the client.

define action {

action_name echo
plugin_name echo_plugin
description Echo
args --text SARG1S
1
Options:

ARG1: The input message.

Usage:
jcheck_nrpe -H <host address> -dk —c echo —a <ARG1>

Example:

Use jcheck nrpe to echo a message.

[root@localhost joheck nrpe]l# ./jcheck nrpe.sh -H 10.134.12.18 -dk - echo -a "Test

echo™
Test echo

Figure 3-8
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3.4.3 executable plug-in (executable_plugin)

This plug-in is designed to execute external programs or scripts. By using this plug-in, users can extend
the functions of a SuperDoctor 5 without writing new SuperDoctor 5 Java plug-ins. The definition of this
plug-in is shown below.

define plugin {
plugin_name executable_plugin
class_name com.supermicro.ssm.agent.plugin.executable.ExecutablePlugin
description Executable Plugin
version 1.0.0

3.4.3.1 executable Action
This action is used to execute an external program.

define action {

action_name executable
plugin_name executable_plugin
description Execute an external command
args --executable SARG1S --args SARG2S --timeout SARG3S
}
Options:

ARG1: The file name of the external program.

ARG2: The arguments for the external program. Multiple values should be separated by a space, such as
“argl arg2 arg3”.

ARG3: The time in seconds the plug-in should wait for the external program to complete its execution.
The default value is 60.

Usage:

jcheck_nrpe -H <host address> -dk —c executable —a <ARG1>!<ARG2>!<ARG3>
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Example:

Use jcheck _nrpe to execute an echo program on host 10.134.12.18.

[root@localhost jocheck nrpel# ./jcheck nrpe.sh -H 10.134.12.18 -dk -c executable -a

echoh ' "Test echo™
Test echo

Figure 3-9

3.4.4 healthinfo plug-in (healthinfo_plugin)

This plug-in is used to check the health of all monitored items. Six actions are included:
health_item_num, health_reading, health_compare, health_def, health_all, and reset_switch. They are
used to get the number of monitored items, query readings of monitored items, check health status
with user-defined thresholds, retrieve definitions of monitored items, check health status using default
thresholds, and reset chassis intrusion, respectively. The definition of this plug-in is shown below.

define plugin {

plugin_name healthinfo_plugin

class_name
com.supermicro.ssm.agent.plugin.healthinfo2.HealthinfoPlugin2
description Healthinfo Plugin

version 1.0.0

active 1

3.4.4.1 health_item_num Action

This action is used to get the number of monitored items.

define action {

action_name health_item_num

plugin_name healthinfo_plugin

description Get the number of health monitored items
args -mn SARG1S
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Options:
ARG1: Types of monitored items. The valid values are:
a: all monitored items
f: fan
v: voltage
s: switch
C: circuit

Usage:
jcheck _nrpe -H <host> -dk —c health_item_num —a <ARG1>

Example:

Use jcheck nrpe to get the count of all monitored items on host 192.168.12.18.

[rootllocalhost jeheck nrpel# ./jcheck nrpe.sh -H 10.134.12.15 -dk -c health item nu
In —3 &

63

Figure 3-10
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3.4.4.2 health_reading Action

This action is used to get the reading of a specific monitored item.

define action {

action_name health_reading
plugin_name healthinfo_plugin
description Get reading of a health monitored item
args SARG1S -t SARG2S -n SARG3S
}
Options:

ARG1: -csv: Display the result in CSV format
ARG2: Types of monitored items. The valid values are:
a: all monitored items
f: fan
v: voltage
s: switch
C: circuit
ARG3: The index of a monitored item (begins with 0)

Usage:

jcheck_nrpe -H <host> -dk —c health_reading —a <ARG1>!<ARG2>!<ARG3>

Example:

Use jcheck nrpe to get the reading of the first fan on host 10.134.12.18.

[root@localhost jocheck nrpel# ./jcheck nrpe.sh -H 10.134.12.18 -dk -c health reading
—a %Iy '0
[OJFAN 1 is S216RPHM

Figure 3-11
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3.4.4.3 health_compare Action

Check the health status of a specific monitored item with user-defined thresholds.

define action {
action_name health_compare
plugin_name healthinfo_plugin
description Get and compare reading of a health monitored item with high/low limits
args SARG1S -t SARG2S -n SARG3S -high SARG4S -low SARG5S

Options:
ARG1: -csv: Display the results in CSV format
ARG2: Types of monitored items. The valid values are:
a: all monitored items
f: fan
v: voltage
s: switch
C: circuit
ARG3: The index of a monitored item (begins with 0).
ARG4: The high limit.

ARG5: The low limit.

Usage:
jcheck_nrpe -H <host address> -dk —c health_compare —a <ARG1>!<ARG2>!<ARG3>I<ARG4>!<ARG5>

Example:
Use jcheck nrpe to check the health status of the first voltage on host 10.134.12.18 with a user-defined
high limit of 1350 mV and low limit of 900 mV.

[root@localhost joheck nrpel# ./jcheck nrpe.sh -H 10.134.12.18 -dk -c health compare
—a %I 10 113504 1900
[0] CPULl Weoore is normal (1350mVe>=1024mV>=900mV)

Figure 3-12
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3.4.4.4 health_def Action

This action is used to retrieve the definitions of all monitored items. The generated definitions are used

by SSM Web to generate the default monitoring services of an agent-managed host.

define action {
action_name health_def
plugin_name healthinfo_plugin
description Get the definitions of all health monitored items

-d SARG1S -f SARG2S

Options:

ARG1: The IP address of an agent-managed host.
ARG2: 1: Filter inactive items;
0: Do not filter inactive items.

Usage:

jcheck_nrpe -H <host address> -dk —c health_def —a <ARG1>!<ARG2>

Example:

Use jcheck nrpe to get the definitions of all monitored items on host 10.134.12.18.

[rootBlocalhost jeheck nrpel# ./ jcheck nrpe.sh -H 10.134.12.18 -dk - health def -a
10.134.12.18 -plus

[{"notification period":"24x7","check interval®:80,"use":"health compare"”,"host name
f":"10.134.12.18", "check period":"24x7","retry interval":1,"contacts":"adwin"”, "notifi
cations_ensbled "notification options":"w,u,c,r, ", "service_description”:"FAN 1",
"check commwand":"jcheck health!!'al!0!0!784", "notification interval”:120, "contact_grou
ps":"admins"}, {"notification period”:"24x7","check interval":60,"use":"health compar
e","host_name":"10.134.12.18 'check period":"24x7?","retry interval”:1,"contacts":"a
cdmin®, "notifications enabled":1,"notification options":"w,u,c,r,f","service_descript
ion":"FAN 2", "check commwand”:"jcheck health!!s!1!0!784", "notification interval®:120,
"contact_groups":"admins"}, {"notification period":"Z4x7","check interval®:60,"use":"
health compare","host _name”:"10.134.12.18", "check period":"24x7", "retry interval”:1,
"contacts":"adwin”, "notifications_enabled”:1,"notification options":"w,u,c,r,f", "ser

[vice description”:"FAN 3", "check command”:"jcheck health!!a!Z2!0!784", "notification i
nterval": 120, "contact _groups 'admins"}, {"notification period”:"24x7","check interva
1":60,"use":"health compare”,"host_nawe":"10.134.12.18", "check period":"24x7", "retry
[ interwval®:1,"contacts":"adwin”, "notifications_enabled”:1,"notification options":"w,

u,c,r,t", "service_description":"FAN 4", "check command":"jcheck health!!a!3!'0!784", "n
otification interval":120,"contact_groups”:"admins"},{"notification_ period":"z4x7","
check interval":60,"use":"health compare”,"host name":"10.134.12.18","check period”:
"24xT", "retry_interval”:1,"contacts":"admin", "notifications enabled":1,"notification
| options":"w,u,c,r,f", "service_description®:"FAN 5", "check command":"jcheck health!!
2!4'0!784", "notification interval”:120, "contact groups":"admins"},{"notification per
iod":"24x7", "check interval”:60,"use”:"health compare”,"host name”:"10.134.12.18"
heck period":"24x7","retry_ interval”:1,"contacts":"adwin","notifications enabled":1,
"notification options":"w,u,c,r,f","service_description"”
":"jcheck health!'a!8!'1352!824", "notification interwval®:120,"contact_groups”
"re{"notification period":"Z4x7","check interwval":80,"use":"health compare"”,"host_na
me’:"10.134.12.18", "check period":"24x7?","retry interval®:1,"contacts":"adwin", "noti
fications _enabled":1,"notification options":"w,u,c,r,f","service_description":"CPU1

DIMM", "check command":"jcheck health!!a!10!1656!1336", "notification interval™:120,"c
ontact_groups":"adwmins"}, {"notification period":"24x7","check interval”:60,"use":"he
alth compare”, "host_name 10.134.12.18", "check period":"24x7","retry interval”:1,"c
ontacts”:"adwin", "notifications_ensbled":1, "notification options":"w,u,c,r,£", "servi
ce_description”:"+1.5 V", "check command":"jcheck health!!a!12!1656!1336", "notificati
on_interval”:120, "contact groups":"admins"},{"notification period":"24x7","check int
erval®: 60, "use":"health compare”,"host_nawe":"10.134.12.18", "check period":"24x7","r

'"CPU1 Veore®, "check command)

Madmins

Figure 3-13
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3.4.4.5 health_all Action

Check the health status of all monitored items with default thresholds.

define action {
action_name health_all
plugin_name healthinfo_plugin
description  Get readings of all monitored items and compare with default high/low limits
args -a -x SARG1S -f SARG2S

Options:

ARG1: The index of monitored items to be excluded. Multiple values are separated by a comma.
ARG2: 1: Filter inactive items;

0: Do not filter inactive items.

Usage:
jcheck_nrpe -H <host address> -dk —c health_all —a <ARG1>!<ARG2>

Example:
Use jcheck_nrpe to check the health status of all monitored items on host 192.168.12.18 with default

thresholds.

[root@localhost jocheck nrpel# ./jcheck nrpe.sh -H 10.134.12.15 -dk -c health all
Checked: 22, O0E: ZZ2. |

FAN 1=9Z16RFM;0;0;784;13000 FAN 2=10404RPM:0;0:754;13000 FAN 3=9216RPM:;0;0;754;13000
FAN 4=9216FEPN;0:0;754;13000 FAN 5=0216RPM:0:;0:754;13000 CPUl Vocore=0.928V:0;0:0.824
;1.352 CPUl DIMM=1.512¥;0:0:1.336;1.656 +1.5 VW=1.52W;0;0:1.336;1.656 +5_VW=5.0858V;0:0
;4.45:5.536 +5VSE=5.0858V:0;0;4.45;5.536 +12_V=12.19V;0;0;10.706:13.25 +1.1 Vv=1.1z2Vv:;0
sO0:0.97621.216 +3.3VWCC=3.312V;0;0:2.9258;:3.6458 +3.3V3E=3.264V:0:0;2.925;3.645 VBAT=3.
192V:0;0:2.928:3.648 3Jystem Tewp=30C;0;0:0;75 P1-DIMM1A=37C;0:0;0:75 P1-DIMMzA=34cC:0
;0:0:75 Chassis Intru=03WITCH:0;0:-1:;2 P53 S3tatus=03WITCH:0;0;-1:2 P32 _Fanl=8512ZRPH:0
;0;720;13000 P32 Tewperaturel=41C:;0:0;0;10000 P32 TewperatureiZ=36C;0;0;0;10000 P35Z_ A
CInputCurrent=0.1564;0;0;-10000; 10000 P52 DClZVOutputlurrent=4.54;0:0;-10000;10000 P
52 _ACInputPower=33W:0;0;-10000;10000 P32 DClZVOutputPower=56W:0;0;-10000; 10000 P32 4
CInputVoltage=225.5V;0:0;-10000;10000 P52 DClzZVOoutputWVoltage=12Z.187V;0:0;-10000;1000
0 P32 _3tartus=03WITCH;D0:0;-1:;Z P31 Fanl=835ZRPN;0;0:720;13000 P31 Temperaturel

Figure 3-14
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3.4.4.6 reset switch Action

Clear a chassis intrusion flag. The definition of this action is shown below.

define action {

action_name reset_switch
plugin_name healthinfo_plugin
description Clear the trigger created by switch
args -reset
}

Options:

None.

Usage:

jcheck_nrpe -H <host address> -dk —c reset_switch

Example:
Use jcheck_nrpe to reset the chassis intrusion flag on host 10.134.12.18.

[root@localhost jocheck nrpel# ./jcheck nrpe.sh -H 10.134.12.18 -dk -c reset switch
Switch [Chassis Intrustion] reset successsful.

Figure 3-15

3.4.5 power plug-in (power_plugin)

This plug-in is used to support power control functions such as power off, reboot, and shutdown. The
definition of this plug-in is shown below.

define plugin {
plugin_name power_plugin
class_name  com.supermicro.ssm.agent.plugin.powercontrol.PowerControlPlugin
description Power Plugin
version 1.0.0

}

Supermicro SuperDoctor 5 User’s Guide



3.4.5.1 powercontrol Action

This action implements power off, reboot, and shutdown functions.

define action {

action_name powercontrol
plugin_name power_plugin
description Power control the local machine
args -t SARG1S -d SARG2S
version 1.0.0
}
Options:

ARG1: Types of power control functions. The valid values are:
0: Abort. This argument is not recommended for use.
1: Power off. This argument is not recommended for use.
2: Reboot.
3: Shutdown.
ARG2: The number of seconds to wait before the power control command takes effect.

Usage:
jcheck_nrpe -H <host address> -dk —c powercontrol -a <ARG1>!<ARG2>

Example:
Use jcheck_nrpe to reboot host 10.134.12.34 after 10 seconds.

[root@localhost joheck nrpel# ./jcheck nrpe.sh -H 10.134.12.34 -dk -o powercontrol -
a 2% '10
The rekboot command iz fired.

Figure 3-16
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3.4.6 systeminfo plug-in (systeminfo_plugin)

This plug-in is used to query local system information. Two actions are included: systeminfo for getting
all system information items and systeminfo_item for getting one specific system information item. The
definition of this plug-in is shown below.

define plugin {
plugin_name systeminfo_plugin
class_name com.supermicro.ssm.agent.plugin.systeminfo.SysteminfoPlugin
description Systeminfo Plugin
version 1.0.0
}

3.4.6.1 systeminfo Action

This action is used to query software and hardware information such as the OS version, CPU model,
physical memory, printer, services, and so on.

define action {

action_name systeminfo
plugin_name systeminfo_plugin
description Get system information of local machine
max_instance 1
}

Options:

None.

Usage:

jcheck_nrpe -H <host address> -dk —c systeminfo

Example:
Use jcheck _nrpe to get system information on host 10.134.12.18.
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[root@localhost joheck nrpel# ./jcheck nrpe.sh -H 10.134.12.18 -dk —o systeminfo -t

120 -plus

{m19":i[],"35": [{"CEN Record™:"[]","FRU File ID":"","EBase Compatibility Record™:"[]",
"D Load":r[]","Firmware Version™:"1.0","Product Serial Nuwber™:"P7031CA39IT7147","E
xtended Compatibility Record":"[]", "Product Version":"1.0","Product Name":"PW3-703P-
1R", "Power 3upply Information™:"[4"Owerall capacity (watts) :700<brxPeak VA:795<br>In
rush:25<br>Inrush interval (ms):17<br>Low end Input wvoltage range 1 (mV):100000<kr=H
igh end Input wvoltage range 1 (wVW) :140000<br>Low end Input voltage range 2 (mwlf) :1300
00<br>High end Input wvoltage range 2 (wW) :240000<kbr>Low end Input freguency range:50
<br>High end Input frequency range:60<br>a44y/C dropout tolerance (ms):15<br:>Hot Swa
pr Support<brriutoswvitch<br>Power factor correction<br>No Predictive fail support<br>
Hold up time (second) :0<br>Peak capacity (watts) :700<hr>Conbined Wattage Voltage 1:1
Z2V<br>Combined Wattage Voltage 2:12V<br>Total Combined Wattage Voltage:0O<bhr>Predicti
e fail pin indicates passhih/f£ail.The signal ssserted (1) indicates failure. b ™", "H
anufacturer Nawe":"SUPERMICROT™, "Asset Tag™:"","DC OQutput™:"[\"Standby<br:>Output numb
er:l<bhr>Nominal wvoltage:5000 (wWV) <br=Naximun negative voltage deviation:4500 (W) <br=N
aximun positive wvoltage deviation:5250 (mV) <br>Ripple and MNoise pk-pk 10H=z to 30MH=:5
0 (W) <br>Minimum current draw:0 (md) <hbrsMNaximun current draw: 4000 (md) ", % "Output numnb
er:2<br>Nominal wvoltacge: 12000 (V) <br>Maximngn negative voltage deviation:11520 (V) <br
Maximun positive woltage deviation: 12600 (wV) <kbr>Ripple and MNoise pk-pk 10Hz to 30MH
2:120 (V) <brrMinimum current draw:0(mhi)<br>Maximum current draw:S5S000 (md) 4 "] ", "Hanag
ement Aocess Record™:"[]", "Product Parth/Model Nuwber™:"PUS-703P-1R"},{"0EM Record":
"[1","FRU File ID":"", "Base Cowpatibility Record®:"[]","DC Load":"[]","Firmware Vers
jon™:"1.07", "Product Serial Nuwwher™:"P7031CA39IT7145", "Extended Cowmpatibility Record™
], "Product Version®:"1.0", "Product Name'™:"PWS-703P-1R"_ "Power Supply Information
rorhronrerall capacity (watts) :700<brrPeak VA:795<brrInrush:ZS5<br>Inrush interwval (m
z) :17<br>Low end Input voltage range 1 (wW) :100000<br>High end Input voltage ranges 1

(wW) :140000<br>Low end Input wvoltage range 2 (mW):150000<br>High end Input wvoltage

range 2 (mVW) :240000<br>Low end Input frequency range:S0<br>High end Input freguency

tange: 60<br>AY40/C dropout tolerance (ms) :15<brrHot Swap Support<brriutoswitch<br:>Fo
wer factor correction<hr>No Predictiwve fail support<br>Hold up time (second) :0<br=Pe
ak capacity [(watts) :700<br>Combined Wattage Voltage 1:12V<br>Conbined Wattage Voltag
e Z:12V<hbrrTotal Corbined Wattage Voltage:O0<br>Predictive fail pin indicates passihh
ffail.The =signal asserted (1) indicates failure.) "] ", "Manufacturer Name'™:"SUPERMICED
", rigzet Tag™: "', "DC Output™: [y "Itandby<hrrOutput nuwber: l<brrNominal woltage: 5000
V) <br>Maximum negative voltage deviation:4500 (V) <br>Maximuan positive wvoltage dewvia
tion: 5250 (VW) <br>Ripple and Noise pk-pk 10Hz to Z0MHz:S50 (VW) <br>MNinimum current draw

Figure 3-17

3.4.6.2 systeminfo_item Action

This action is used to query one specific system information item.

define action {

action_name systeminfo_item

plugin_name systeminfo_plugin

description Get specific system information of a local machine
args -i SARG1S

max_instance 1
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Options:

ARG1: Types of system information items include:

Options:

ARG1:

0: account

1: baseboard

2: bios

3: cd rom

4: chassis

5: computer system
6: disk

7: floppy

8: keyboard

9: logical disk

10: logical memory
11: memory

12: desktop monitor
13: network

14. os

15: processor

16: process

17: port connector
18: pointing device
19: parallel port

20: printer

21: service

23: share

24 serial port

25: system slot

26: computer summary
27: time zone

28: video controller
30: ipmi

34: startup command
35: fru

36: oem strings

37: system cfg options
38: power supply
Usage:

jcheck_nrpe -H <host address> -dk —c systeminfo_item —a <ARG1>

Example:
Use jcheck _nrpe to get user accounts on host 10.134.12.18.
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[root@localhost jocheck nrpel# ./jcheck nrpe.sh -H 10.134.12.18 -dk —o systeminfo_ite
m -2 0 —-plus

[{"Name™: "rooc™, "Caption™: """, "hescription™: "root™, "Domain™: """, "Disabled™: "false", "Fu
11 Mamwe™: ™", {"Hame": "bin", "Caprtion™: ™", "hescription™: "hin®, "Dowain™: """, "Disabledr: "
true”,"Full Namwe":""},{ "Name": "daemon™, "Caption™:"", "Iescription®: "dasmon", "lomain™:
e o Mhisabled: "crue™, "Full Name®:""}  {"Name'™: "adm", "Caption®: """ "Dhescription®: "adm™,
"homain™: """, "Iisabhled”:"true®, "Full Name™: """}, {"Name":"1p", "Caption™:"" "Dhescription
L H "lp"’ "Domain" H r "J’ "Disabled" H "truE", "Full Name r H r FF} N { "Narneﬂ H "S‘j,i"nc", "Capt IDn": FF"’ "DE
scription™:"sync”, "Domain®™: """, "Iisabled”:"crue®, "Full Name™: """}, { "Nawe": "shutdown™™, ™
Caption®™: ™", "hescription™: "shutdown®, "Domain®™: "™, "hisabled™: "true™,  "Full Name™:""} , {
PHame™: "halt", "Caption® """, "Description™::"halt®, "Domain®™: """, "Disabled™:: "trus", "Full

Warme ™", { "Name™: "mail", "Caption™: """, "Description™: "mail®™, "Domain®™: """, "Disahled™: "¢
rue”, "Full Name":""} {"Name': "uucp™, "Caption®: """, "hescription®: "uucp®, "Domain™: """ "D
isabled":"true™, "Full Name":""}, {"Name'": "operator™, "Caption®™:"" "lhescription™: "opera
o, "Dowain'™: """, "Disahled": "crue™, "Full Natwe™: ™"}, { "Nawe ™ : "games", "Caption™: """, "Des
cription®: "games", "Domain': """, "Disabled™: "crue®, "Full WName™: """}, { "NMame™: "gopher™, "Ca
ption®: " Mhescription':"gopher®, "Domain': """, "Disabled™:"crue®™, "Full Nsme': """}, { "Nam
et mfep®, "Caption":"", "Degcription™:"FTP User","Domain™:"", "Disabled":"true™, "Full N
amef Ty "Name " "nobody ™, "Caption™ i ", "hescription®: "Nobody ™, "Domain™ ", "Disak led”
tfcrue”, "Full Name™: "} { "Name'™: "dbus", "Caption™:"", "Description™: "3ystem message bu
sM, "homainf: ", "hisabled": "true®, "Full WName: "M}, { "ame " "ushbmuxd™”, "Caption®: """, "hes
cription™: "ushnuxd user", "Domain™: """, "Disabled”:"crue®™, "Full MName™: """}, { "Name™: "avah
i—autoipd”, "Caption®™:"", "hescription®™: "hvahi IPv4LL Stack","Domain®™:"","Dissbled":"t
rus”, "Full Name™: """} { "Nawe™: "vosa™, "Caption™: ", "hescription™: "virtual console memo
ry owner™, "Domain®: """, "Dizahled":"crue®™, "Full Name®™:""} , { "Name™:"rpe®, "Captiaonf: e o
Description™:"Rpebind Daemon®, "Domain™: ™", "Disabled": "crue™, "Full Mamwe™: """}, { "Nam=":
frekic® "Caption®™ ", "Description:: "Realtimelic” , "homain® ", "Disahled” : "Lruse™, "Full
HName™:""} , { "Namwe": "abrt", "Caption™:"" "Dhescription™:"", "Domain®: "", "Iisabled":"true
FoMFull Name':™r)  { "Name™: "nscd”, "Caption®: """ "hescription': "N3CD Daemon', "Domain®™: "
"y Mhizabled™ i "orue®”, "Full Name'™: "'}, { "Name": "haldaemon™, "Caption™:"", "Description®™: "™
HAL dsemon', "Domwsain®:"", "Dizsabled™:"crue™, "Full MName™:""}, { "Hame": "apache", "Caption™
s fhescription™:"Apache", "omain™: """, "DIisabled":: "true®, "Full Name":""},{ "Namme":"ns
led”, "Caption®™: """, "Description®™: "LDAP Client User™, "Domain': ™", "Disabled":"true®,"Fu
11 Name™: """}, {"Nawe™: "saslauth", "Caption™:"", "Description™: "™ "Jaslauthd user’ "™, "Dom
ain®:"" "Dhisahled":"crue™, "Full Nagne":""), { "Name': "poscfix™, "Caption'™: """, "hescriptio
n:"r, "homain®™: """, "hisabled":"crue™, "Full Name":""} , {"Name™: "avahi™, "Caption™: """, "De
seription™:"Avahi mDN3Y /DNS-3D Stack"™, "Domain™:"", "Dizabled™:"true™, "Full Name":""},

Figure 3-18
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3.4.7 smart plug-in (smart_plugin)

This plug-in is used to monitor the total number and health information of hard drives. Two actions are
included: smart_check_cache, and storage_health_cache.

define plugin {

plugin_name smart_plugin

class_name com.supermicro.ssm.agent.plugin.smarthd. SMARTHDPlugin
description SMART HD Plugin

active 1

version 1.0.0

To use this plug-in, the hard drives to be monitored must support SMART.

3.4.7.1 smart check cache Action

This action is used to actively collect hard drive health information and save the information to a cache
file every 3600 seconds (1 hour).

define action {

action_name smart_check_cache
plugin_name smart_plugin
description S.M.A.R.T. HDD Check(s) Cache
version 1.0.0
check_interval 3600
}

Options:

None.

Usage:

The action is designed to automatically run periodically for maintaining a hard drive cache to increase
the performance of the hard drive monitoring function.
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3.4.7.2 storage_health_cache Action

This action queries hard drive health information from the hard drive cache maintained by the
smart_check_cache action. Regardless of the total number of installed hard drives on the monitored
host, running this action usually takes a few seconds.

define action {

action_name storage_health_cache
plugin_name smart_plugin
description Storage Action
args -q SARG1S -s SARG2S -cache 1
}
Options:

ARG1: Expected numbers of hard drives (-1: Disable the check).
ARG2: Check the hard drive status with SMART (0: Disable the check).

Usage:
jcheck_nrpe -H <host address> -dk —c storage_health_cache —a <ARG1>!<ARG2>

Example:
Use jcheck_nrpe to get the health information of hard drives from the hard drive cache on host
192.168.12.104.

[rootllocalhost jeheck nrpe]l# ./jcheck nrpe.sh -H 10.134.14.104 -dk —c storage_healt
h cache -a % !'14!'1 -dk

Intel Corporation Patsburg & Port SATA ALAHCI Controller

-— 1 physical diski(s)

-- fdev/=sda [(VNPZ10EZGHRE3E) iz 3MART check OK

Figure 3-20
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3.4.8 bios log plug-in (bios_log_plugin)

This plug-in is used to get BIOS event logs. The bios_log_num action retrieves BIOS event logs every 5
minutes. The definition of this plug-in is shown below.

define plugin {

plugin_name bios_log_plugin

class_name com.supermicro.ssm.agent.plugin.bioslog.BiosLogPlugin
description BIOS Log Check Plugin

active 1

version 1.0.0

Note that this plug-in applies to hosts running Linux operating systems only.

3.4.8.1 bios_log_num Action

This action is used to read BIOS event logs every 300 seconds (5 minutes).

define action {
action_name bios_log_num
plugin_name bios_log_plugin
description BIOS Log Check(s)
args -t SARG1S -d SARG2S
version 1.0.0
check_interval 300
}
Options:
None.
Usage:

The action is designed to run automatically and periodically for retrieving BIOS event logs.
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3.4.9 memory plug-in (memory_health_plugin)

This plug-in is used to monitor memory health information by counting CECC and UECC error events. It
can also monitor the total number of DIMMs installed on the host under monitoring. One action is
included: memory_health for getting memory health information. The definition of this plug-in is shown
below.

define plugin {

plugin_name memory_health_plugin

class_name
com.supermicro.ssm.agent.plugin.memory.PhysicalMemPlugin
description Memory Check Plugin

version 1.0.0

Note that this plug-in applies to hosts running Linux operating systems only.

3.4.9.1 memory_health Action

This action is used to monitor memory health information.

define action {

action_name memory_health
plugin_name memory_health_plugin
description CECC/UECC Checks for Physical Memory
args -nm SARG1S -c SARG2S
version 1.0.0
}
Options:

ARG1: Expected number of DIMMs (-1: Disable the check).
ARG2: The threshold for CECC and UECC.
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The argument format is as follows:

[type][duration][fail count],....

e [type]:
o m: Correctable single bit ECC errors.
o M: Uncorrectable ECC errors.
e [duration]:
o d:day
o h:hour
o m:minute
o s:second

[fail count]: The acceptable number of failures. To trigger a critical status, the failure counts must be
greater than this value.

To specify a threshold for memory that indicates four single bit ECC errors per 1GB RAM within one day
(24 hours) are allowed (i.e., m1d4) and 0 uncorrectable ECC errors are allowed within 1 hour (i.e., M1h0):

m1d4,M1h0

Usage:
jcheck_nrpe -H <host address> -dk —c memory_health —a <ARG1>!<ARG2>

Example:
Use jcheck _nrpe to get the health information of DIMMs on host 10.134.12.18.

[root@localhost jocheck nrpel# ./jcheck nrpe.sh -H 10.134.12.18 -dk -c memory _health
-2 2% 'mldl, M1d0 -dk

Memory i=s OE; 2 DIMM(=), 5.0 GB RAM; CECC OFE, threshold: 1 timei(s) in 1 day; UECC OF
, threshold: 0 time(z) in 1 day.

Figure 3-21
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3.4.10 storage plug-in (storage_health_plugin)

The plug-in is used to monitor the total number of hard disks, the SMART status of hard disks and the
health status of RAID controllers. One action is included: storage_health_allinone.

define plugin {
plugin_name storage_health_plugin
class_name com.supermicro.ssm.agent.plugin.storage.StoragePlugin
description Storage Health Allinone Plugin
active 1
version 1.0.0
enabled 1
}

To use this plug-in, the hard drives to be monitored must support SMART. Currently, the RAID health
check is only available on LS| MegaRAID 2108 and 2208 controllers.

3.4.10.1storage_health_allinone Action

This action is used to query storage health information including SMART status of hard disks and health
status of RAID controllers. The SMART health information is from the hard drive cache maintained by
the smart_check_cache action. The RAID health information is from the RAID controller cache
maintained by the raid_health action. Regardless of the total number of installed hard drives and RAID
controllers on the monitored host, running this action usually takes a few seconds.

define action {

action_name storage_health_allinone
plugin_name storage_health_plugin
description Storage Allinone Action
args -q SARG1S -s SARG2S -r SARG3S
}
Options:

ARG1: Expected numbers of hard drives (-1: Disable the check).
ARG2: Check the hard drive status with SMART (0: Disable the check).
ARG3: Check RAID health (0: Disable the check).

Supermicro SuperDoctor 5 User’s Guide



Usage:
jcheck_nrpe -H <host address> -dk —c storage_health_allinone —a <ARG1>!<ARG2>!<ARG3>

Example:
Use jcheck nrpe to get the storage health information on host 10.134.14.104.

[rootllocalhost jeheck nrpe]l# ./jcheck nrpe.sh -H 10.134.14.104 -dk -c storage_healt
h allinone -a 4% !1%!1 -dk
Physical disk number is incorrect oh the system, expect: 4, actual: 3

Intel Corporation Patsburg & Port SATA AHCI Controller
-— 1 physical diskis)
-— {dev/sda (VHNPZ10BZGHRE3IE) is 3SMART check OK

Supermicro SMC21058 Controller
-— 2 phy=sical diskis)
—— The status of RAID is normal.

Figure 3-22

3.4.11 LSI RAID plug-in (Isiraid_plugin)

This plug-in is used to monitor the health of RAID controllers. Two actions are included: raid_health and
Isiraid_check_cache.

define plugin {

plugin_name Isiraid_plugin

class_name com.supermicro.ssm.agent.plugin.raid.LSIRaidPlugin
description LSI RAID Plugin

active 1

version 1.0.0

enabled 1
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3.4.11.1raid_health Action

This action is used to query RAID health information using cache data maintained by Isiraid_check_cache
action. Regardless of the total number of installed RAID controllers and hard drives combined to RAID on
the monitored host, running this action usually takes a few seconds.

define action {

action_name raid_health
plugin_name Isiraid_plugin
description Raid Action
args -cache 1
varsion 1.0.0
}

Options:

None.

Usage:

jcheck_nrpe -H <host address> -dk —c raid_health —a cache 1

Example:
Use jcheck_nrpe to get the health information of RAID controllers on host 10.134.14.104.

[root@localhost joheck nrpel# ./jcheck nrpe.sh -H 10.134.14.104 -dk -c raid health -
a cache 1 -dk

SJupermicro ZMCZ105 Controller

-— 2 physical disk(s)

—-— The status of RAID is normal.

Figure 3-23
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3.4.11.2Isiraid _check cache Action

This action is used to actively collect the health information of RAID controllers and save the information

to a cache file every 180 seconds (or 3 minutes).

define action {
action_name

Isiraid_check_cache

plugin_name Isiraid_plugin
description LSI RAID Check(s) Cache
version 1.0.0
check_interval 180
enabled 1
}

Options:

None.

Usage:

The action is designed to automatically run periodically for maintaining a RAID cache to increase the
performance of the RAID monitoring function.

3.4.12 notification plug-in (notification_plugin)
This notification plug-in is used to monitor its configuration file, polling.properties, located in the [install

folder]\config folder. The notification behavior of SuperDoctor 5 depends on the polling.properties file

of polling setting, and notification methods. Once the file is changed, the notification behavior will be

changed. See 4.5.1 Alert Configuration for more information. The definition of this plug-in is shown

below.

define plugin {
plugin_name
class_name

description
active
version
enabled

com.supermicro.ssm.agent.plugin.notification.NotificationPlugin

notification_plugin

Notification plugin
1

1.0.0

1
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3.4.12.1change_alerts action

This action is used to notify the changes of polling.properties. SuperDoctor 5 then will send notifications
by the definition the polling.properties.

define action {

action_name change_alerts
plugin_name notification_plugin
args -send
description Alert Configuration Changes
}
Options:
None.
Usage:

jcheck_nrpe -H <host address> -dk —c change_alerts

3.4.12.2start_filewatcher action
This action is used to start a file watcher to monitor polling.properties every second.

define action {

action_name start_filewatcher
plugin_name notification_plugin
args -start
description Start File Watcher
check_interval 1
}

Options:

None.

Usage:

jcheck_nrpe -H <host address> -dk —c start_filewatcher
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3.4.12.3stop_filewatcher action
This action is used to stop the file watcher to monitor polling.properties.

define action {
action_name
plugin_name

stop_filewatcher
notification_plugin

args -stop
description Stop File Watcher
}
Options:
None.
Usage:

jcheck _nrpe -H <host address> -dk —c stop_filewatcher
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4 SD5 Web

A SuperDoctor 5 includes a built-in plug-in called SD5 Web, which provides a Web-based console for the
SuperDoctor 5. The SD5 Web allows users to view health information and system information as well as
to set configuration data via Web browsers.

4.1 SD5 Web Login

Type the following URL in your browser to connect to the SD5 Web:

http://[SuperDoctor 5 address]:8181/SuperDoctor5

The login page is shown below. The default user name and password are ADMIN and ADMIN.

Select Language - |English v |

User Name:

Password:

| Login |

Figure 4-1
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4.2 Health Information

SD5 Web graphically displays the status of the monitored devices, including fan speed, voltage,
temperature, chassis intrusion, power failure, hard disk drives, and memory . An item in green color
indicates a healthy state while a red one denotes a critical state. Notifications can be sent when a
monitored item reaches critical status. You can configure the notification behavior on the Configuration
page. See 4.5 SD5 Web Configuration for more information.
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Note: Hard drives and memory are supported on Linux platforms only. The default
argument for CECC and UECC is 1 time in one day per 1GB and 0 times in one day,
—_— respectively.

The health information page also shows power supply information if supported power supplies are
connected to the motherboard via I°C. Depending on their design, power supplies might have Field
Replaceable Unit (FRU) Data and/or PMBus functions. Supported power supplies with PMBus functions
are able to provide real time input current and power consumption information. The following figure
shows the health information of a set of redundant power supplies with PMBus displaying the input
current and the input wattage. Note that power supply information may not be available on particular
models of motherboards even if power supplies are connected to the motherboards.

@Power Supply1 Power Supply2

«—P PWS-1K21P-1R REV1.4 (PMBus) PWS-1K21P-1R REV1.4 (PMBus)
PS1 AC In Voltage 119.5 Vv PS2 AC In Voltage 119.5 \'
PS1 AC In Current 0.578 A PS2 AC In Current 0.406 A
PS1 DC Out Voltage 12.128 Vv PS2 DC Out Voltage 12.128 \'
PS1 DC Out Current 2.5 A PS2 DC Out Current 1.5 A
PS1 Temp 1 21.0/69.8 2CE PS2 Temp 1 22.0/71.6 *CLF
PS1 Fan 1 Speed 4192.0 RPM PS2 Fan 1 Speed 2816.0 RPM
PS1 Fan 2 Speed 5760.0 RPM PS2 Fan 2 Speed 4064.0 RPM
PS1 DC Out Power 30.0 W PS2 DC Out Power 18.0 w
PS1 AC In Power 64.0 W PS2 AC In Power 44.0 w

Figure 4-4

The following figure shows the health information of a battery backup power (BBP®). Different colors
are used to indicate the battery state. Green color means the battery is healthy, and red color means
the battery is dead. If the current reading of the battery is negative, the color turns yellow to warn that
the battery is discharged. In addition, the energy reading tells the percentage of the charge status of the
battery.
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Battery Backup Power (BBP™)

‘—/§Power Supply1
g e
S

PS1Fan1 50852.0 RPM BBP1 Temperature 33.0/91.4 “CIF
P51 Temperature 33.01914 CI°F BBP1 Current 0.0 A

PS1 Temperature2 34.0193.2 CI°F BBP1 Voltage 16.015 v

P31 ACInputCurrent 0.796 A BBP1 Energy 95.0 %
P31 DCA12V0utputCurrent TA8T A

P31 ACInputPower 100.0 W

PS1 DC12V0utputPower 87.0 w

P51 ACInputVoltage 125.5 v

P51 DCA2V0utputvoltage 12.0 v

Figure 4-5

The health information of the LS| MegaRAID RAID controller is also supported on the page. The health of
a RAID controller is a combined status that depends on the states of its components such as battery
backup unit (BBU), virtual drives, and hard disks. If all components belonging to the adapter are OK, the
status of the adapter shows OK. Otherwise, it could be Warning or Critical depending on the states of
the components. Valid states for BBU, virtual drives and hard disks are:

BBU This shows the current status of a BBU. Valid values are OK (OK), Critical (could be
absent, charge time failed, capacity info failed, status info failed, or properties failed) and
Unknown (incomplete command output).

Virtual drive  This shows the current status of a virtual drive. Valid values are OK (Optimal), Warning
(Partially Degraded or Degraded) and Critical (Offline).

Hard disk This shows some attributes of a hard disk such as port status, media error count, other
error count, predictive failure count, last predictive failure event sequence number and
firmware state. Valid values are OK (port status is active, no errors, and the firmware
state is equal to online or hotspare or unconfigured good), Warning (port status is active,
no errors, and the firmware state is equal to rebuild or copyback ) and Critical (port
status is inactive or errors exist or the firmware state is offline or missing or jbod or failed
or unconfigured bad).
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- RAID Adapter 0
ol / Supermicro SMC2108 (2.120.53-1235)

E @ virtual Drive 0, RAID 0, 278464 GB -
E @vitual Drive 1, RAID 1, 278.464 GB -
(D siot 4, 279396 GB _---——
> @siets 27939 oo - r r r r |
(D siot 7, 279396 GB _---——
> @sits 5561710 RN (T ENEST SN PR

& QeBU

Figure 4-6

O Note: Only LSI MegaRAID 2108 and 2208 RAID controllers are supported currently on
both Windows and Linux platforms. Other LS| MegaRAID RAID controllers (i.e. LSI
MegaRAID 2008 and 2308 RAID controllers) are not fully tested and Non-LSI MegaRAID

RAID controllers (i.e. LSI Fusion-MPT based and Intel Rapid Storage Technology) are not
supported in this version.
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4.3 System Information

The system information provided by the SD5 Web is similar to that provided by the SSM Web.

". System Info | ‘ ‘ ‘

BIOS

=3 Hardware BI0S
] Baseboard
) Chassis
L] Computer System
) Disk Drive
L] FRU (Field Replaceable Unit)
L] Memory
] Network
| Printer
Y Processor
] System Slot
7 1PMI
] Power Supply
=+ Software
) Account
] Operating System
L] Process
1 Service
] Share
] Time Zone
] OEM Strings
| system Cfg Options

Manufacturer:
Version:

Release Date:

SMEIOS Major Version:
SMEIOS Minor Version:

SMBIOS Present:

Logout

American Megatrends Inc.

2.0c

Figure 4-7

Notes:

i)

—_ 1.

The system information contents are platform dependent. Particular information

available on a Windows host may not be presented on a Linux host, and vice versa.
Also, Linux does not support all types of system information objects in the same way
that Windows supports them. Types including Desktop Monitor, Floppy, Keyboard,
Port Connector, Parallel Port, Pointing Device, Serial Port, Computer Summary,

Startup Command, and Video Controller are supported on Windows platforms only.
2. The Current Clock Speed (MHz) in the Processor category is read from the DMl table.
It may not reflect the real time data when you check the current clock speed under

operating systems.
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4.4 Report

SuperDoctor 5 provides three CSV (Comma Separated Values) format reports. These reports can be
downloaded and viewed with CSV supported tools like Microsoft Excel.

e System Information Report: This report contains information shown in the System Info function. See
4.3 System Information for more information.

e Health Information Log Report: This report includes the historical data of monitored item readings.
Readings of selected (i.e. enabled) monitored items will be written to a file only if the Polling
Interval value is set and the Log option is enabled in the Alert Configuration function. See 4.5.1
Alert Configuration and 4.5.2 Monitored Item for more information.

e Event Log Report: This report contains events that represent problems and recoveries with
monitored items. When the status of a monitored item is changed, an event log is written to the

Event Log Report. Note that to write events to the log file, the Polling Interval on the Configuration
page must be set.

1 1 d 7o | ]

Generate

@ System Information

Health Information Log (You need to enable the polling function and click the Log check box on the Configuration page to
generate data to the health information log)

") Event Log (An event log file which contains alert events that are generated when the status of a monitored item is changed.
Please enable the polling function on the Configuration page to generate data to the event log)

Figure 4-8
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4.5 SD5 Web Configuration

This page includes four submenus: Alert Configuration, Monitored Item, Password Setting and Flash
BIOS.

4.5.1 Alert Configuration

On this page you can configure the SD5 Web notification methods. Four methods are supported: Log,
Email, SNMP Trap and System Tray. The meanings of each argument are illustrated below:

e Enabled Pooling: SuperDoctor 5 periodically checks the health status of monitored items if pooling
is enabled. No alert is sent if pooling is disabled.

e Polling Interval: Determines how frequently in seconds the SD5 Web should check the health status
of monitored items. The minimum value is 3 seconds.

e Log: Keeps alerts in a log file named “log.txt[yyyy-mm-dd-sequence]” located in the [install folder]
folder. The file is split into two files once its size becomes greater than 10 MB. The total number of
log files to be kept can be configured by setting the “backup files to keep around” argument.

o E-mail Alert: Sends alerts via e-mail. To use this function, you need to set recipients, an e-mail
server address and a port number as well as a sender’ s e-mail address. Check SSL or TLS if the e-
mail server uses secure connections. If the e-mail server requires authentication, you will need to
set up an account and password to log in to the e-mail server. Multiple recipients must be separated
by a comma.

e  SNMP Trap: Sends alerts with SNMP traps. Multiple recipients are separated by a comma.

e System Tray Popup Alert: Sends alerts to local desktop. Note that the function is only available on
Windows platform. For more information on using the SD5 Tray program to receive alerts, please
refer to 7 SD5 Tray.
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T | e (el

Alert Configuration
[Z] Enable polling

Polling Interval* 3 |Seconds. (Minimal value is 3)

Log (Log monitored item readings.)
Max Backup Index* 5 | backup files to keep around

E-Mail Alert (In order to send E-Mail alerts to the administrator, the system must be connected to a LAN.)
Recipients® (Multiple values are separated by a comma)
SMTP E-Mail server
Port*
Sender E-Mail Box*
Connection Security* None " SSL " TLS

My E-Mail Server requires authentication

Sender Account Name*

Sender Password*

SNMP Trap (SNMP trap notification.)

SNMP Trap Receivers* (Format: IP:port; Multiple values are separated | Send Test Trap

by a comma)

System Tray Popup Alert
(Popup notification acknowledgment on Desktop)

Sen

Send Test E-Mail

d Test

Save

Alert

Figure 4-9

@ Note: On Linux platforms, you may need to add the host name and the IP address to the
/etc/hosts file if SNMP traps cannot be sent.

The E-mail message format is defined by the following attributes:

e Mail title:
o Item1:
o lItem 2:
o Item 3:
o Item4:
o Itemb5:
e  Mail body:
o Item6:

the type of an alert ("Problem ", "Recovery ")

the name of the monitored item

the status of the monitored item ("OK", "Warning", “Critical”
the time of an alert in date time format

the host name and host address which sent out an alert

the output message about the status of the monitored item

, or "Unknown")

For example, the subject line of an e-mail alert shows "Problem: RAID Adapter O(Supermicro SMC2108) -
Virtual Drive 0 is WARNING at 2012/3/12 13:50:13 from softlab1(192.168.12.30)" and the mail body of
an e-mail alert shows "RAID Adapter O(Supermicro SMC2108) - Virtual Drive O(RAID5, 500GB) is

Degraded".

Notes:

@ 1. Aproblem alert will be sent while the status of the monitored item is non-OK (i.e.,

— WARNING, UNKNOWN or CRITICAL) from the initial or is from an OK state to a non-
OK state or is from a non-OK state to another non-OK state.

2. Avrecovery alert will be sent while the status of the monitored item is from a non-OK
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state to an OK state.

The SNMP Trap description if defined by the following attributes:

Item 1: the type of an alert ("Problem", "Recovery")

Item 2: the name of the monitored item

Item 3: the status of the monitored item ("OK", "Warning", “Critical” , or "Unknown")

Item 4: the time of an alert in date time format

Iltem 5: the output message about the status of the monitored item

For example, the description of an SNMP trap shows "Problem: RAID Adapter O(Supermicro SMC2108) -
Virtual Drive 0 is WARNING at 2012/3/12 13:50:13. Virtual Drive O(RAID5, 500GB) is Degraded".

4.5.2 Monitored Item

On this page, you can decide if an item should be monitored or not. You can also change both the high
and low limits of an item. All possible monitored items are listed. When the SuperDoctor 5 is first started,
it detects unplugged monitored items and disables them automatically. Thus, the first time you see this
page, some items may be already disabled.
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Monitored Item
Save || Setto factory default limits | Redetect
B Monitored item High Limit Low Limit Reading Status
~Fan
Fanl 675 RPM NA NA
v Fan2 675 RPM 1755.0 RPM oK
]} Fan3 675/ RPM NA NA
v Fan4 675 RPM 7020.0 RPM oK
] Fans 675 RPM NA NA
Fan6 675/ RPM NA NA
Fan7 675/ RPM NA NA
] Fang 675/ RPM NA NA
- Voltage
] CPU1 Vcore 1.384)V 0.824 V 092V oK
] CPU2 Vcore 1384V 0.824 V NA NA
vl CPULVTT 1352]v 0.824V 116V oK
CPU2 VTT 1352)v 0.824] v NA NA
7 DIMM1 1656V 1336)V 1.528V oK
o DIMM2 1,656V 1.336)V NA NA
vl +15V 1.656/V 1336V 1472V oK
@ +1.8V 1.976/v 1.608 V 1816 V oK
7 +5V 5536V 448V 5.056 V oK
7l +12V 1325)V 10.706/ v 12.084 V oK
vl +1.1V 1216V 0.976 V 1112V oK
v +3.3V 3648V 2928V 3216V oK
v +3.3VSB 3648 V 2928V 324V oK
i) VBAT 3.648V 2.928 v 3.24V oK
~ Temperature
vl CPUL Temp Low oK
CPU2 Temp NA NA
@ System Temp 81°C/| 177qF 33.0°C/91.4°F oK
- Status
@ Intrusion oK
] PS Status oK
~ Hard Disk
vl /dev/sda oK
~ Memory
@ Memory oK

Figure 4-10

You can change the high and low limits of an item, or you can deselect an item if you no longer wish to
monitor it. Click the Save button to apply changes immediately. A row with high/low limits in invalid
format will be highlighted (see the figure below). To view the detailed error message, move the mouse

over the warning icon.

Monitored Item
Save Set to factory default limits Redetect
B Monitored Item High Limit Low Limit Reading Status
—Fan
E Fanl 675 RPM NA NA
) Fan2 675 RPM 1755.0 RPM oK
] Fan3 675 RPM NA NA
= Fan4 (7] 0 RPM 7020.0 RPM oK
@] Fan5 675 RPM NA NA
El Fan6 675 RPM NA NA
] Fan7 675 RPM NA NA
[} Fan8 675 RPM NA NA
- Voltage
El) CPU1 Vcore 1.384)V 0.824V 0.92V OK
B CPU2 Vcore 1.384 V 0.824 V NA NA
@ CPUL VTT 1352V @ +1sv 116V OK
! by 558V [ The value of ‘CPULVTT Low Limit must be a number. | pa
| DIMM1 1.656]V 1336 152 OK
B DIMM2 1.656 V 1.336/V NA NA

Figure 4-11

To restore the default threshold values, click the Set to factory default limits button.
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Sometimes your hardware configurations may change, such as when a new power supply is used or new
fans are plugged in. In such cases, you can click the Redetect button to detect the monitored items
again (see the figure below).

Monitored ltem
Save Set to factory default limits Redetect

= Monitored ltem High Limit Low Limit Reading Status
-Fan
Fan1 675 RPM 4320.0 RFM OK
Fan2 675 RPM 2430.0 RPM OK
Fan3 675/ RPM NA Critical
= Fan4 675 RPM NA NA
(] Fan5 675 RPM NA NA
E Redetect Monitored Items ix F Py
0 Please wait while monitored items are being detected. 2 &
= NA NA
Voltage . Loading...
=) 0.896 V NA
= NA NA
CPUIVTT 1.352|v 0824 vV 1176V 0K
=] CPU2VTT 1.3562|V 0.824 v NA NA
DiMM1 1.656|V 1.336|V 1528V 0K
&) DiMmM2 1.656|V 1.336|V NA NA
&1 +1 0V 1686/ 1336 1464 o]

Figure 4-12

SuperDoctor 5 will be restarted after the detection process is complete, and you have to log in the
SuperDoctor 5 again. Click the OK button to go to the SD5 login web page.

Monitored Item
Save Set fo factory default limits Redetect
= Monitored ltem High Limit Low Limit Reading Status
- Fan
Fan1 G675 RPM 4320.0 RPM 0K
Fan2 675 RPM 2430.0 RPM OK
Fan3 675 RPM NA Critical
= Fand 675 RPM NA NA
= Fan5 G675 RPM MNA NA
E Redetect Monitored Ttems MA MA
] ) ) ' ) NA NA
Monitored items have been detected. Please click the OK button to log in.
= NA NA
- Voltage
] 0.896 V NA
] oK NA NA
CPU1 VTT 1.352| vV 0.824 v 1176V OK
= CPUZVTT 1.352|V 0.824 V MA NA
DiMmM1 1.656) V 1.336 V 1528V oK

Figure 4-13

4.5.3 Password Setting
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You can change the password of the built-in account “ADMIN” on this page. Note that function of
creating new accounts is not supported.

Health' "ﬁ stem | ‘ Configuration .|"---.|‘ ‘Power (o ‘I"

Password Setting

Alert Configuration

Monitored ltem Save

Password Setting W
Flash BIOS

User ADMIN

Current Password™

Mew Password*

Confirm New Password*

Figure 4-14
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4.5.4 Flash BIOS

On this page you can upload BIOS binary files and flash the BIOS in the system installed with
SuperDoctor 5. Note that this function supports Supermicro motherboards newer than H8, X8, and X9
series on Windows platforms only.

= e (o |

Flash BIOS

Current BIOS information

Flash BIOS w Manufacturer: American Megatrends Inc.
Version: 21
Release Date: 1213011
SMBIOS Major Version: 2

SMBIOS Minor Version: 6
SMBIOS Present: TRUE

ROM Size (KB): 4096
UEFI Supported: FALSE

BIOS flash history

2013/10/02 23:30:22 Flash BIOS X8DAH1.C30 in 115 seconds successfully and backup the original BIOS to BIOS_20131002-232826.BAK
2013/10/02 23:17:04 Flash BIOS X8DAH1.C20 in 115 seconds successfully and backup the original BIOS to BIOS_20131002-231508.BAK

Upload BIOS Available BIOS
BIOS binary file BIOS_20131002-231508.BAK
[(FE.. | BIOS_20131002-232826.BAK
X8DAH1.C30 WARNING!
X9DRH2.403 (1) I you flash the wrong BIOS, the computer will not start boot at
the next startup. Please choose the correct BIOS fo flash.
(2) Motherboard ME type will require the user to manually
disable ME or enable update ME or enable ME FW Image RE-
flash via BIOS setup menu.
Upload
Figure 4-15

The Flash BIOS page includes four fields:

e Current BIOS information: A table displays the current BIOS information, such as version, release
date and ROM size.

e BIOS flash history: The BIOS flashing activities via Super Doctor 5 is logged in the list. The flashing is
logged whether it is successful or not. If you have never used SD5 to flash the BIOS before, the
history field is empty.

e Upload BIOS: A user can choose and upload the desired ROM BIOS binary file. If you have never
uploaded BIOS binary files in SD5 before, the Available BIOS field is empty.

e Available BIOS block: A list contains BIOS binary files backed up or uploaded in SD5. Note that to
prevent the BIOS from being corrupt, you are required to disable ME (Intel Management Engine)

before updating the BIOS. Find disable ME or enable update ME or enable ME FW Image RE-flash in
the BIOS setup menu.
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Select a BIOS to start flashing. A warning message shows up to remind you of not removing the AC
power or turning off the computer until the BIOS is completely flashed (see the figure below).

Message from webpage |

Maoke:
l . 1) Please do not remove AC power or turn off the computer,
2) Please wait until the BIOS is Flashed completely.
3) After the BIOS is flashed, reboot the computer For the changes
to bake effect.

Figure 4-16

Later another warning message shows up to remind you of rebooting the system for the changes to take
effect (see the figure below).

Message from 1/27f2014 3:00 PM E3

Mote: The BIOS has been flashed successfully at 2014/01/27 03:00:21.
Pleasze reboot the computer to make it take effects.

Figure 4-17

The original BIOS will be backed up in the [install folder]\BIOS\rom folder if the BIOS is flashed
successfully.
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4.6 RAID

The RAID tab will be shown while SuperDoctor 5 detects whether the LS| MegaRAID RAID Controller is
available in the system. The layout of RAID is divided into two parts:

e Tree Area: A tree structure serves as a menu for users to get more information, such as RAID

controllers, virtual drives, and hard disks.

e Content Area: shows the detailed information of the selected node in the Tree Area.

T T T

£ E8Supermicro SMC2108 Properties
= G4 Drive Group: 0
5 Efvirtual Drive(s) Adapter 1D 0
. E3Virual Drive: 0, RAID 0, 278.464 G p 4y 0t Name Supermicro SMC2108
S _‘|Dr|ve§
#Slot 4, 279.396 GB Serial No FW-AAAAAAEAARBWA
= 4% Drive Group: 1
& EBVirtual Drive(s) FW Package Build 12.12.0-0047
i Virtual Drive- 1, RAID 1, 464.729 G FW Version 2.120.53-1235
S JDrlves
Slot 1, 465.761 GB BIOS Version 3.22.00_4.11.05.00_0x05020000

=+ kglGlobal Hot Spares

= kpiUnconfigured Drives

@) Supermicro SMC2108

gPslot 2, 465.761 GB
SSlot 5, 596.171 GB

g#Slot 6, 279.396 GB
QPSlot 7, 279.396 GB

(1) Tree Area (2) Content Area

Figure 4-18

There are five main (virtual) nodes in one adapter: the Drive Group node, Virtual Drive(s) node, the
Drives node, the Global Hot Spares node, and the Unconfigured Drives node. These five virtual tree
nodes are used for classification:

Drive Group

Virtual Drives

Physical Drives

Global Hot Spares

Unconfigured Drives

This node comprises all virtual drives, (physical) drive, and dedicated hot
spares belong to the drive group.

This node comprises all virtual drives belonging to the drive group. Virtual
drives are the volumes that are configured as RAID 0, 1, 5 and 10.

This node comprises all hard disks of the drive group. A physical drive is a
hard disk used as a part of a virtual drive.

This node comprises all global hot spares of the adapter. A hot spare is a
hard disk that can replace a failed physical drive automatically.

This node comprises all unconfigured drives of the adapter. An
unconfigured drive is a hard disk that has not been used as a part of a
virtual drives or as a hot spare.
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The RAID Controller named Supermicro SMC2208 contains one virtual drive (RAID 0), one hard disk (Slot
0), one virtual drive (RAID 50) and six hard disks (Slot 1~5, Slot 8).

e G

(&) Supermicro SMC2208

©- [=Supermicro SMC2208 Properties
=44 Drive Group: 0
- EEVirtual Drive(s) Adapter 1D 0
- Virtual Drive: 0, RAID 0, 464.729 G Product Name Supermicro SMC2208
[S; JDrives
sSlot 0, 465.761 GB Serial No
=% Drive Group: 1
& ERVirtual Drive(s) FW Package Build 23.2.1-0033
. Virtual Drive: 1, RAID 50, 1.814 TB FW Version 3.151.05-1527
[=; JDr’ives
- &&Span: 0 BIOS Version 5.32.00_4.12.05.00_0x05150000

SSlot 1, 465.761 GB

E5lot 2, 465.761 GB

SE5lot 3, 465.761 GB
B wmSpan: 1

ESlot 4, 465.761 GB

E5lot 5, 465.761 GB

E5lot 8, 465.761 GB

« [ b

Figure 4-19

0 Note: The RAID tree will not automatically refresh periodically. It requires users to refresh it
— manually by clicking the Refresh icon in the upper right corner of the Tree Area.

Click on Supermicro SMC2208 tree node. The detailed properties are shown on the right panel.

el el Gl Gl o)

(@) Supermicro SMC2208

= E@Supermicro SMC2208 Properties
= & Drive Group: 0
B g Virtual Drive(s) Adapter ID 0
~ Virtual Drive- 0, RAID 0, 464.729 G Product Name Supermicro SMC2208
= JDrwes
$Slot 0, 465761 GB Serial No
=- &4 Drive Group: 1
B EE-\'\WIUQ\ Drive(s) FW Package Build 23.2.1-0033
. 'Virtual Drive: 1, RAID 50, 1.814 TB FW Version 3151.05-1527
= JDrwes
B &&iSpan: 0 BIOS Version 5.32.00_4 .12 05.00_0x05150000

@slot 1, 465.761 GB

FSlot 2, 465.761 GB

S#slot 3, 465.761 GB
- &&Span: 1

SSlot 4, 465 761 GB

@sSlot 5, 465.761 GB

Slot 8, 465.761 GB

< »

Figure 4-20
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Click the Virtual Drive 0, RAID 0, 464.729 GB tree node on the left panel. The detailed properties of a
virtual drive on the right panel.

Virtual Drive 0, RAID 0, 464.729 GB

Span Depth

Default Cache Policy
Current Cache Policy
Default Access Policy
Current Access Policy

Disk Cache Policy

Properties
Virtual Drive 1D 0
Target ID 0
Name
RAID Level RAID 0
Size 464.729 GB
State Optimal
Mirror Data
Strip Size 64 KB
Number OF Drives 1

1

WriteBack, ReadAhead, Cached, No Write Cache if Bad BBU
WriteThrough, ReadAhead, Cached, No Write Cache if Bad BBU
Read/Write

Read/Write

Disk’s Default

Encryption Type None
Default Power Savings Policy

Current Power Savings Policy

Can spin up in 1 minute

LD has drives that support T10 power conditions

LD's 10 profile supports MAX power savings with cached

write

Bad Blocks Exist No
Is VD Cached Yes

Figure 4-21

Click on Slot 4 tree node on the left panel, and you can view the detailed properties of a hard disk.

Slot 4, 465.761 GB

Media Type

Properties
Slot Number 4
Raw Size 465.761 GB
Firmware state online
Device Firmware Level KC44

Inquiry Data W2A3ZTW1ST500DM002-1BD 142 KC44
Device Speed 6.0Gbis
Link Speed 6.0Gbis

Hard Disk Device

Drive's write cache Disabled
Drive's NCQ setting Enabled
Port-0's Linkspeed 6.0Gbis
Port-1's Linkspeed

Foreign State Mone

Figure 4-22
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Note: Only LSI MegaRAID 2108 and 2208 RAID controllers are currently supported on both
@ Windows and Linux platforms. Other LS| MegaRAID RAID controllers (i.e. LSI MegaRAID 2008
T and 2308 RAID controllers) are not fully tested and Non-LSI MegaRAID RAID controllers (i.e.
LSI Fusion-MPT based and Intel Rapid Storage Technology) are not supported in this version.
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4.7 Power Control

The Power Control allows users remotely turn off the system via Graceful Power Control or Power
Control.

m Power Control W

Submit

Graceful Power Control (cancelable)

Inform the OS to reboot or shut down the system within 80 seconds. On the system console, a pop-up window will appear with a message telling the local user to save all
working files. Before rebooting or shutting down the system, you may cancel the action either locally or remotely.

© Reboot
© shutdown
© Cancel

Power control (non-cancelable)

Inform the OS to reboot or shut down the system right away. The system will be rebooted or shut down without any warning messages. The action is not allowed to be
canceled.

' Reboot

) shutdown

Figure 4-23

o Graceful Power Control: SD5 Web allows a user to reboot or shut down the system within 60
seconds. On the system console, a message shows up to remind the user of saving the working files.
Before the system is rebooted or shut down, it's allowed to cancel the action either locally or
remotely.

e Power Control: SD5 Web allows a user to reboot or shut down the system right away. The system
will reboot or shut down without any warning messages. Note that the action cannot be cancelled.

To execute a Graceful Power Control, select Reboot, and then click the Submit button. A dialog box
shows up for confirmation.

Are you sure you wish to execute? "Graceful Reboot” ?

o] [(owe ]

Figure 4-24
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Click OK. A countdown dialog box shows up, and the rebooting will begin 60 seconds later.

R NN S
‘Health'info' FSystem’Iinfo’ 'Configuration’ |"Report Pmr(‘.tm‘lni} — ;{}\_ e e

Graceful Power Control (cancelable)
Inform the OS to reboot or shut down the system within 60 seconds. On the system console, a pop-up window will appear with a message telling the local user to save all working files.
Before rebooting or shutting down the system, you may cancel the action either locally or remotely.

@ Reboot
@ shutdown Countdown Dialog Box
@ Cancel 58
Power control (non-cancelable) [ Abort Command H Ciose Window ]
Inform the OS to reboot or shut down the system right away. The S"‘ﬁ messages. The action is not allowed to be canceled.
EEE——
© Reboot
) Shutdown
Figure 4-25

To execute a Power Control, select Reboot radio and click the Submit button. A dialog box shows up.

Are you sure you wish to execute? "Reboot” ?

Figure 4-26

Click OK to start rebooting.
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5 SNMP Extension

SuperDoctor 5 provides a program called SuperDoctor 5 SNMP Extension, which allows users to get
health information via Simple Network Management Protocol (SNMP). To use this function, you have to
install the operating system’s built-in SNMP service in advance. In Windows, the Microsoft Windows
implementation of SNMP has to be installed. In Linux, the Net-SNMP package is most commonly used.
SuperDoctor 5 SNMP Extension can then be integrated into the operating system’s built-in SNMP service
to provide Supermicro proprietary management information bases (MIBs).

5.1 Setting Up the SNMP Service on Windows

5.1.1 Preparation

Please follow these steps to install the SNMP service:

For Windows 2000/Windows XP/Windows 2003:

Open the Control Panel.

Open Add/Remove Programs.

Open Add/Remove Windows Components.

Open Management and Monitoring Tools in the Components List.
Check Simple Network Management Protocol.

ok wnNPRE

Click Next to begin the installation.

For Windows 2008:

Open the Control Panel.

Click Programs.

Click Turn Windows features on or off.
Click Add Features.

Check SNMP Services from the list.
Click Install to begin the installation.

AN A
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5.1.2 Configuring the SNMP Service

Open the Control Panel.
Click Administrative Tools.

Click Services.
Select the SNMP Service.

Fle | Action View Help

& = [[m]
@ Services {Local)

NN R R

Services {Local)

SNMP Service MName ¢ | Description | Status | Startup Typs | logonas | |
%emote Procedure Call (RPC) Serves ast, Started Automatic Metwark S...
Shop the service 8 Remote Procedure Call (RPC) Locator — Enables r Manual Wetwork 5.,
Restart the service %Remote Registry Enables i Started Automatic Local Service
% Removable Storage Manages a... Manual Local System
Description: % Resultant Set of Policy Provider Enables a ... Manual Local System
E:‘;gis‘s(gl‘vpr‘d‘ap;if:gf;:t’:?xfme”t 8 Routing and Remote Access Offers rout... Disabled Lacal System
processed by this computer. TF this 8 Secandary Logan Enablesst... Started  Automatic Local System
service is stopped, the computer will be %Secunty Accounts Managsr The startu,.,  Starked Aukomatic Local System
unable ngﬁs;swp 'EDUEStSP‘“ this 84 server Supports fil... Started  Automatic Local System
;irp\ii‘ctiil;sde‘?anz anai:{vwi\afr;;ltfosstt;tt. %She” Hardware Detection Provides n...  Starked Automatic Local System

68 Smart Card Manages a.

Local Service

S8 SNMP Trap Servics Receives tr, Manual Local Service
8 Special Administration Conscle Helper — Allows adm. .. Manual Local System
%SuperM\cro Health Assistant Starked Autamatic Local System
Supermicro Server Management Agent  Supermicro,.,  Started Automatic Local System
%Supero SD35%ervice Dasmon Started Automatic Local System
Syskem Event Notification Monitors s...  Started Automatic Local System
%Task Scheduler Enables a... Starked Automatic Local System
%TCF‘IIF‘ NetBIOS Helper Provides s...  Started Automatic Local Service
%Telephuny Provides T... Manual Local System
Telnet Enables ar... Disabled Local Service .
8 Terminal Services fllows user... Started  Manual Local System
%Terminal Setvices Session Directory Enables 5 ... Disabled Local System
Themes Provides u... Disabled Local System
%Trid\aw‘\lc Server Started Automatic Local System
8 Uninterruptible Power Supply Manages a... Manual Local Service =

Extended 4 Standard /

Figure 5-1

5. Double-click the SNMP Service, and the SNMP Service Properties (Local Computer) dialog box
appears.

SNMP Service Properties (Local Computer)

.Genarall Log Dnl Hecuveryl Agent I Traps  Security I Dependanc\esl

¥ Send authentication trap

~Accepted community names

| Riights |
RE&D ONLY

Add... Edit... Remove

* Accept SMMP packets fiom any host
" Accept SHMP packets from these hosts

Add... Edit... Remayve

Learn more about SNMP

QK I Cancel | Aapply
Figure 5-2
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6. Click the Security tab

7. Inthe Accepted community names setting, click the Add... button to add a public community with
READ ONLY rights.

8. Select Accept SNMP packets from any host.

9. Click the OK button to complete the settings.

5.1.3 Verifying the SNMP Service

You can use sc query snmp to check the SNMP service in console mode.

X Administrator: Command Prompt I;Ii-
C:xUserssAdministrator}sc guery snmp ~
SERUVICE_NAME: snmp

TYPE : 18 UWIN32_OUN_PROCESS

STATE : 4 RUNNING

(STOPPABLE. NOT_PAUSABLE. IGNORES_SHUTDOWN>

WIN32_EXIT_CODE : 8 (Bxd@>

SERVICE_EXIT_CODE : @ (Bx8>

CHECKPOINT = Bx8

WAIT_HINT : Bx8
C:sUserssAdministrator> ~

Figure 5-3

5.2 Setting Up the SNMP Service on Linux

5.2.1 Preparation

Please contact your system administrator to install the NET-SNMP service on your Linux boxes before
using the SuperDoctor 5 SNMP extension.

5.2.2 Configuring the SNMP Service

1. Use atext editor to open the /etc/snmp/snmpd.conf file.
2. Add the following line into the Pass through control section of the file:

pass .1.3.6.1.4.1.10876 [install folder]/libs/native/snmpagent

3. If you are using Red Hat Enterprise Linux (RHEL) 5.x platforms, use the following command to allow
SNMP extensions to access hardware resources:

setsebool -P snmpd disable trans=1
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For RHEL 6.x users, edit the /etc/selinux/config file and replace "SELINUX=enforcing" with
"SELINUX=disabled". Save the /ect/selinux/config file and reboot the system.

4. Use the following command to restart the SNMP service:
service snmpd restart

5. Use an SNMP client to walk through the Supermicro MIB tree (i.e., the .1.3.6.1.4.1.10876 OID tree).
If it fails to get any data from .1.3.6.1.4.1.10876, compare the sample snmpd.conf file below to your
snmpd.conf file and check if something is configured wrong.

com2sec notConfigUser default  public
group notConfigGroup vl notConfigUser
group notConfigGroup v2c notConfigUser

view allview included A

access notConfigGroup any  noauth exact allview none none

syslocation Unknown (edit /etc/snmp/snmpd.conf)
syscontact Root <root@localhost> (configure /etc/snmp/snmp.local.conf)

pass .1.3.6.1.4.1.10876 /opt/Supermicro/SuperDoctor5/libs/native/snmpagent

5.2.3 Verifying the SNMP Service

For Linux users, use this command to check SNMP service:

service snmpd status
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5.3 Supermicro MIB

The Supermicro MIB subtree begins from .1.3.6.1.4.1.10876. Please find a file named SSM_MIB.zip on
your SuperDoctor 5 CD to get detailed SNMP MIB/OID information.

The MIB zip file includes 5 files:

e SUPERMICRO-SMI.my: The file contains Supermicro MIB information used by SuperDoctor® and

SSM.

e SUPERMICRO-HEALTH-MIB.my: The file contains HEALTH MIB module used by SuperDoctor® and

SSM.

e SUPERMICRO-SSM-MIB.my: The file contains SSM MIB module used by SuperDoctor 5.
o xtree.txt: The file represents HEALTH and SSM module structure in tree structure format.

o xiden.txt: The file represents HEALTH and SSM module structure in identifier format.

A screenshot generated by the snmpwalk program of the NET-SNMP libraries on Linux platforms is

shown below.

snmpwalk -v 1 localhost -c public

ot@softlab3:~

.1.3.6.1.4.1.10876

[root@zoftlab3 ~1# snmpwalk -v 1 localhost -o public .1.3.6.1.4.1.10876 =

SNMPvZ-SMI::enterprises. 10876.2.1.1.1.1.2.1 = STRING: "FAN 1"

SNMPvZ-SMI: :enterprises. 10876.2.1.1.1.1.2.2 = STRING: "FAN 2"

SNMPvZ-SMI::enterprises.10876.2.1.1.1.1.2.3 = STRING: "FAN 3"

SNMPvZ-SMI: :enterprises. 10876.2.1.1.1.1.2.4 = STRING: "FAN 4"

SNMPvZ-SMI: :enterprises. 10876.2.1.1.1.1.2.5 = STRING: "FAN 5"

SNMPvZ-SMI: :enterprises. 10876.2.1.1.1.1.2. 68 = STRING: "FAN &" _J

SNMPvZ-SMI: :enterprises. 10876.2.1.1.1.1.2.7 = STRING: "FAN 7"

SNMPvZ-SMI: :enterprises. 10876.2.1.1.1.1.2.8 = STRING: "FAN 3"

SNMPvZ-SMI::enterprises. 10876.2.1.1.1.1.2.9 = STRING: "CPULl Voore"

SNMEPvZ-SMI::enterprises. 10876.2.1.1.1.1.2.10 = STRING: "CPUZ Vcore"

SNMPvZ-SMI::enterprises. 10876.2.1.1.1.1.2.11 = STRING: "CPULl DIMM"

SNMPvZ-SMI::enterprises. 10876.2.1.1.1.1.2.12 = STRING: "CPUZ DIMM"

SNMPvZ-SMI::enterprises. 10876.2.1.1.1.1.2.13 = STRING: "+1.5 v~

SNMPvZ-SMI::enterprises. 10876.2.1.1.1.1.2.14 = STRING: "+5 "

SNMPvZ-SMI: :enterprises. 10876.2.1.1.1.1.2.15 = STRING: "+5WVSE"

SNMPvZ-SMI::enterprises. 10876.2.1.1.1.1.2.16 = STRING: "+12 v"

SNMPvZ-SMI::enterprises. 10876.2.1.1.1.1.2.17 = STRING: "+1.1 v~

SNMPvZ-8MI::enterpriges=.10876.2.1.1.1.1.2.18 = STRING: "+3.3vCC"

SNMEPvZ-SMI: :enterprises. 10876.2.1.1.1.1.2.1% = STRING: "+3.3VIEB"

SNMPvZ-SMI::enterprises. 10876.2.1.1.1.1.2.20 = STRING: "WEBAT"

SNMPvZ-SMI::enterprises. 10876.2.1.1.1.1.2.21 = STRING: "CPULl Temp”

SNMPvZ-SMI::enterprises. 10876.2.1.1.1.1.2.22 = STRING: "CPUZ Temp”

BNMPwZ-SMI: :enterprises. 10876.2.1.1.1.1.2.23 = STRING: "System Temp"” 4l
Figure 5-4
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The figure below shows how the snmpwalk program of the NET-SNMP libraries using Supermicro MIBs
is run on Linux platform.

snmpwalk -v 1 localhost -c public .1.3.6.1.4.1.10876

oot@softlab3:~

[root@zoftlabd ~1# snmpwalk -v 1 localheost - public .1.3.6.1.4.1.1087& |
SUPERMICRO-HEALTH-MIE: :smHealthMonitorName. 1l = STRING: FAN 1
SUPERMICRO-HEALTH-MIE: : smHealthMonitorName.2 = STRING: FAN 2
SUPERMICRO-HEALTH-MIE: :smHealthMonitorName.3 = STRING: FAN 3
SUPERMICRO-HEALTH-MIE: : smHealthMonitorName. 4 = SITRING: FAN 4
SUPERMICRO-HEALTH-MIE: :smHealthMonitorName.5 = STRING: FAN &
SUPERMICRO-HEALTH-MIE: :smHealthMonitorName. & = STRING: FAN 6
SUPERMICRO-HEALTH-MIE: : smHealthMonitorName. 7 = STRING: FAN 7
SUPERMICRO-HEALTH-MIE: : smHealthMonitorName. 8 = STRING: FAN 8
SUPERMICREO-HEALTH-MIEB: : smHealthMonitorName. 9 = STRING: CPULl Voore
SUPERMICRO-HEALTH-MIE: :smHealthMonitorName. 10 STRING: CPUZ Vcore
SUPERMICRO-HEALTH-MIE: :smHealthMonitorName. 11 STRING: CPULl DIMM
SUPERMICRO-HEALTH-MIE: :smHealthMonitorName. 12 STRING: CPUZ DIMM
SUPERMICRO-HEALTH-MIE: : gsmHealthMonitorName. 13 = STRING: +1.5 V e
SUPERMICRO-HEALTH-MIE: :smHealthMonitorName. 14 = STRING: 45 W
SUPERMICRO-HEALTH-MIE: : smHealthMonitorName. 15 STRING: +5WSEB
SUPERMICRO-HEALTH-MIEB: : smHealthMonitorName. 16 STRING: +1Z2 W
SUPERMICRO-HEALTH-MIEB: : smHealthMonitorName. 17 = STRING: +1.1 V
SUPERMICRO-HEALTH-MIE: :smHealthMonitorName. 18 = STRING: +3.3VCC
SUPERMICRO-HEALTH-MIE: :smHealthMonitorName. 19 STRING: +3.3VEEB
SUPERMICEO-HEALTH-MIE: : smHealthMonitorName. 20 STRING: WBAT
SUPERMICRO-HEALTH-MIE: :smHealthMonitorName.21l = STRING: CPUL Temp
SUPERMICRO-HEALTH-MIE: : smHealthMonitorName. 22 = STRING: CPUZ Temp
SUPERMICRO-HEALTH-MIE: :smHealthMonitorName. 23 = ZTRING: System Temp hd|
Figure 5-5
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6 SuperDoctor 5 Command Line Program

SuperDoctor 5 provides a command line interface program sdc, which displays health information in text
mode.

6.1 SDC Commands

The sdc program is located in the [install folder] folder. This file is named sdc.bat for Windows
platforms and sdc.sh for Linux platforms.

6.1.1 -h: Display sdc command arguments

In text console, execute sdc —h and you will see the sdc supported arguments.

[ Administrator: Command Prompt I;Ii-

C:xProgram Filesz“Supermicro“SuperDoctor5>sdc -h ~

Product - H8DT3 £
SuperDoctor 5 version - 5.1.8_build.585-20148306134728

Copyright{c) 1993-2814 Super Micro Computer,. Inc. All Rights Reserved.

usage: sdc

—abort . ——ahort abort the shutdown or reboot command

—d,.——dump dump the internal format of Supermicro SNMP
MIBs

—dt.——delaytime <{arg’ delay <{arg? seconds to shutdown or reset
the system

—e.——execute run sdc only once

—et,—exportThreshold export threshold configuration

—f.—file {arg> output the internal format of Supermicro
SNMF MIBs to a file

—flash.—flash <arg> flash BIOS <{arg> ROM

—flashlog,.—hbiosflashlog show all bios flash log

—h.—help show this page

—i.——interval <{arg> run sdc every {arg’ seconds

—ia,——importAlert <arg> import alert configuration {arg>

—it,——importThreshold {arg> import threshold configuration <argl

—»,.—reset reset the chassis intrusion

—rd,——redetect detect the monitored items again

—rehoot . —reboot rehoot the system

—rt,.——resetThreshold reset threshold to default settings

—shutdown, —shutdown shutdown the system

—v,.——version show the version information

C:“\Program Files“Supermicro“SuperDoctor5> h

Figure 6-1

6.1.2 -d: Dump SNMP messages

The —d option displays the internal formats of the Supermicro MIBs. This argument is for debugging
purposes and should not be used by end users.
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6.1.3 -e: Display all monitored items and their status

In text console, execute sdc —e and you will see the status of monitored items

o | Administrator: Command Prompt I;Ii-

C:“\Program Files“Supermicro*SuperDoctorSisdec -e

[m [[>

Product — ABDT3
SuperDoctor 5 version — 5.1.8_build.585-280148306134728
Copyright{c?> 1993-2814 Super Micro GComputer. Inc. All Rights Reserved.

Monitored Item High Limit Low Limit Reading Status
CPUL Temp LOW

System Temp ?5C/167.8F 32.8C/89.6F

CPU1 Ucore 1.3520 a.6? a.228u

CPU1 DIMM 1.648U 1.20 1.584U

+1 .50 1.656U 1.336U 1.5120

+3.30 3.6480 2.9280 3.896U

+3.3USE 3.6480 2.9280 3.216U

+5U 5.536U 4.480 4.8%26U

+12U 13.250 1A.7860 11.9780

UBAT 3.6480 2.9280 3.216U

Fan4 675 .BRPH 2438.8RPN

FanB 675 .BRPM 2565 .ARPM

P1-DIMM1A Temp 88C-176 .BF 4@4._.AC-184 . @F

P1-DIMM2A Temp 88C-176 .BF 43.8C-189 .4F

P1-DIMM3A Temp 88C-176 .8BF 43.8C-189 .4F

Intrusion Good

P53 Status Good
SNLSPHYSICALDRIVER Good

Thu Mar 6 14:18:81 2814
C:“\Program Files“Supermicro“Superloctorh> hd
Figure 6-2

O Notes:

1.

The Status column (see the figure above) is empty, indicating that the monitored item is
healthy.

Hard drives and memory are supported on Linux platforms only.

Only the health of internal hard drive is shown. No health status of USB hard drives and
flash drives is indicated.

4. RAID health is available on LS| MegaRAID 2108 and 2208 controllers.
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Monitored Item High Limit Low Limit Reading Status
System Temp 88C-176 _BF 35 .8C-95 _@F
Peripheral Temp BHAC.-176 .0F 42 _AC-187 .6F
1AG Temp 98C-174_8F 59.8C-138_2F
IFAM1 (A8 _ARPH 1880 . BRFM
FAN2 688 . RPH 2775 .8RPFHM
UTT 1.344U0 a.g12u 1.84U
CPU1 Ucore 1.488U a.544U a.816U
UDIMM AB 1.648U 1.20 1.488U0
UDIMHM CD 1.648U 1.20 1.584U
3.3U 3.648U 2.928U0 3.3120
+3_3USB 3.648U 2.92810 3.360
5U 5.5684U 4_48U 4._992U
+5USE L.hBa4U 4. 48U 4,922
L2y 13.25U 18.8120 119780
UBAT 3.3120 2_688U 3.216U
Chassiz Intru Good
P81 Fanl 6944 _HBRFM
P51 Fan2 18888.9RPH
P%1 Temperaturel 31.8C-87_8F
P51 ACInputCurrent 1.171A
P51 DC12U0utputCurrent 7h
P51 ACInputPower 124U
P51 DC1Z2U0utputPover 182U
PS1 ACInputlUoltage 189 .50
P51 DC12U0utputUoltage 12.128U
P51 Status Good
Supermicro SMCZZHA8 HA Good
UD @ (RAID B> Good
UD 1 (RAID 18> Good
5lot B Good
S2lot 1 Good
5lot 2 Good
Slot 3 Good
Slot 4 Good
8lot 5 Good
Slot B Good
Sun Jul ? 14:83:58 2813

Figure 6-3

6.1.4 -f: Write SNMP messages to a specified file

The —f option is similar to the —d option except that the former writes internal formats of the
Supermicro MIBs to a file. This argument is for internal use and should not be used by end users.

=8 Administrator: Command Prompt \;‘i_

C:\Program Files:\Supermicro“SuperDoctorSisde —f mih.txt ~
The format of snmp message had been created in mib.txt

G:sProgram Files:SupermicroxSuperDoctorb>_ v

Figure 6-4
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6.1.5 -i: Display all monitored items and their status repeatedly

The difference between the -i and -e commands is the frequency of displaying monitoring results. The

sdc —e command only shows the status of monitored items once, and the —i command repeatedly shows

the monitoring status.

L)

[+ Administrator: Command Prompt - sdc -1 10 I;Ii-
C:sProgram Files\Supermicro“SuperDoctorS>sdc —i 18 ~
Product - X8DT3 =
SuperDoctor 5 version -— 5.1.8_build.585-28140306134728

Copyright{c) 1993-2814 Super Micro Computer. Inc. All Rights Reserved.

Monitored Item

High Limit

Low Limit Reading Status

CPU1L Temp
System Temp
CPU1 Ucore
CPU1 DIMM

+1 .50

+3.3U

+3.3USB

+5U

+12U

UBAT

Fan4

Fan

P1-DIMMiA Temp
P1-DIMMZA Temp
P1-DIMM3A Temp
Intrusion

PS Status

SN .SPHYSICALDRIVEA

75C/167.8F
-3521

Gt P O G G e e
o
h-y
==}
=

LOW
32.8C/B9.6F
-228U

a.6720 a.928
i.20 1.584U
1.336U 1.5120
2.9280 3.8926U
228U 3.216U
4.481 4.8%6U
108.7661 12.8310
2.9280 3.216U

675.8RPM  2430.8RPM
675.8RPM 2565 .BRPM

88C-176 .AF 4A.AC-184.AF
8AC-176 .8AF 43.8C-189 .4F
88C-176 .BF 43.8C-189 .4F
Good
Good
Good
Thu Mar 6 14:18:23 2814
b3
Figure 6-5

Note: Press the Ctrl+C keys to exit the sdc program.
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6.1.6 -ia: Import alert configuration

The —ia argument is provided to import alert configuration data for SuperDoctor 5 without a web
console. To execute the command sdc —ia, a property file that contains the necessary alert settings is

required.

Modify alertcfg.properties.template located in the

[install folder]\config folder to suit your needs. Possible attributes and values of the property file are

shown below. Note that the attributes and options are case insensitive.

Attribute Description Option
polling Enables Pooling true | false
pollinginterval The interval in seconds between checks for the health

status of monitored items if Polling=true

Note: Minimal value is 3.
log Enables logging if polling=true true | false
maxbackupindex Backup files to keep around if log=true
mail Enables email alerts if polling=true true | false

to Recipients if mail=true
Note: Multiple values are separated by a comma.
from Sender’s email if mail=true
smtp SMTP server if mail=true
port Port if mail=true
encryption Connection security if mail=true None|SSL|TLS
authentic SMTP authentication if mail=true true | false
username Username (SMTP authentication) if mail=true
password Password (SMTP authentication) if mail=true
trap Enable trap alerts if polling=true true | false
trapreceiver Trap receivers if trap=true
Note: Format: IP:port; Multiple values are separated by a
comma.
tray Enable system tray if polling=true true | false

In text console, execute sdc —ia [property_file_name] and you will see the import status of the alert

configuration file.
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= Administrator: Command Prompt \;‘i-

C:xProgram Filesz“\SupermicrosSuperDoctorbrsdc —ia alertcfg.properties.template “

Product — #8DT3
SuperDoctor & version - 5.1.8_build.5@85-20148306134728

Copyright{c> 1993-2014 Super Micro Computer, Inc. All Rights Reserved.

fAlert configuration is imported successfully *

GC:~Program Files“Supermicro“SuperDoctors>

Figure 6-6

6.1.7 -r: Reset the chassis intrusion

In text console, execute the command sdc —r to reset the chassis intrusion flag. The result is shown

below:

Administrator: Command Prompt \;‘i-

£y

=
C:~FProgram Files“\Supermicro:SuperDoctorSisdc —-»

Product — #8DT3
SuperDoctor 5 version - 5.1.8_huild.5B5-20148306134728

Copyright{(c) 1993-2814 Super Micro Computer,. Inc. A1l Rights Reserved.

Switch [Chassis Intrustion] reset successsful.

GC:~Program Files“Supermicro“SuperDoctors>

Figure 6-7
6.1.8 -rd: Detect the monitored items again

Sometimes your hardware configurations may change, such as a new power supply being used or new
fans being plugged in. In these cases, you can execute the command sdc —rd to detect the monitored
items again. The sdc program will start re-detecting and wait for the SuperDoctor 5 to restart.

Administrator: Command Prompt M

£y

(o]
C:~Program Filez“\Supermicro:SuperDoctorbisdc —-»d

Product — #8DT3
SuperDoctor & version - 5.1.8_build.5@85-20148306134728

Copyright{c> 1993-2014 Super Micro Computer, Inc. All Rights Reserved.

Monitored items have heen detected.

C:~FProgram Files“\Supermicro“SuperDoctorb’

Figure 6-8
6.1.9 -v: Display sdc version information

The =v argument shows the sdc version information. In the prompt, enter the command sdc -v.

Supermicro SuperDoctor 5 User’s Guide



In text console, execute the command sdc —v to show the version of the sdc. The result is shown below:

= Administrator: Command Prompt \;‘i-

C:~FProgram Filesz“\Supermicro“SuperDoctorbisdc -v “
=

Product — X8DT

3
SuperDoctor & version - 5.1.8_build.5@85-20148306134728
Copyright{c> 1993-2014 Super Micro Computer, Inc. All Rights Reserved.

5.1.8_build.565-20140306134728

GC:\Program Files“Supermicro™SuperDoctor5>_ v

Figure 6-9
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6.1.10 -reboot: Reboot the System

In a text console, execute the command sdc —reboot to immediately reboot the system. The result is
shown below:

B

Administrator: Command Prompt \;‘i-
C:+Program Filez“\Supermicro“SuperDoctorS>sdc —rehoot “
=
Product - %8DT3 B
SuperDoctor & version - 5.1.8_build.5@85-20148306134728

Copyright{c) 1993-2814 Super Micro Computer, Inc.

fAll Rights Reserved.
Command has been fired.

GC:~Program Files“Supermicro“SuperDoctors>

Figure 6-10

6.1.11 -shutdown: Shutdown the System

In a text console, execute the command sdc =shutdown to immediately shut down the system. The
result is shown below:

(o f Administrator: Command Prompt \;‘i-

G:wProgram Files“\Supermicro“SuperDoctorS>sdc —shutdown -
L]

Product — R8DT3

SuperDoctor 5 version - 5.1.8_build.585-20148306134728

Copyright{c) 1993-2814 Super Micro Computer, Inc.

All Rights Reserved.
Command has been fired.

G:wProgram Files“\Supermicro“SuperDoctorb>

Figure 6-11

6.1.12 -abort: About the shutdown or reboot command

In a text console, execute the command sdc —abort to immediately cancel the shutdown or reboot
command. The result is shown below:

(o] Administrator: Command Prompt \;‘i-

C:+Program Files\Supermicro\SuperDoctorbrsdc —-abort “
=

Product — X8DT

3
SuperDoctor & version - 5.1.8_build.5@85-20148306134728
Copyright{c> 1993-2014 Super Micro Computer, Inc. All Rights Reserved.

Command has been fired.

C:~FProgram Files“\Supermicro“SuperDoctorb’

Figure 6-12
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6.1.13 -dt: Delay seconds to run power command

In a text console, execute the command sdc —reboot —dt 60 to reboot the system 60 seconds later. The
result is shown below:

= Administrator: Command Prompt \;‘i-

C:~Program Filez“\Supermicro“SuperDoctorb>sdc —-rehoot —dt 68 “

Product — #8DT3
SuperDoctor & version - 5.1.8_build.5@85-20148306134728
Copyright{c> 1993-2014 Super Micro Computer, Inc. All Rights Reserved.

Command has been fired.

GC:~Program Files“Supermicro“SuperDoctors> v

Figure 6-13

6.1.14 -flash: Flash BIOS

In a text console, execute the command sdc —flash to flash the BIOS. Note that this function is available
on Windows platforms only. To execute the command sdc —flash, a BIOS binary file must be provided.
The result is shown below:

(o Administrator: Command Prompt \;‘i-

GC:wProgram Files“\Supermicro~SuperDoctorb>sdc —flash "GC:ixUserssAdministratorsDown .
loads\K8DT32.317" m

Product — R8DT3
SuperDoctor 5 version - 5.1.8_build.585-20148306134728
Copyright{c) 1993-2814 Super Micro Computer,. Inc. All Rights Reserved.

Mo error.
Please restart your system to apply BIOS changes.

C:“Program Filez“Supermicro“SuperDoctors> h

Figure 6-14

o Notes:

— 1. To avoid BIOS from being corrupt, you are required to disable ME (Intel Management
Engine) before updating the BIOS. Find disable ME or enable update ME or enable ME
FW Image RE-flash in the BIOS setup menu.
2. The command cannot be cancelled. Once you enter the command, the system starts
BIOS flashing.
3. The BIOS binary file will be copied into the [install folder]\BIOS\rom folder so that you
are able to see the file via the SD5 Web interface.
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6.1.15

-flashlog: Show flash history

The BIOS flashing completed via SD5 will be logged whether the flashing is successful or not. Note that
this function is available on Windows platforms only. To view the flashing history, execute the command

sdc —flashlog.

= Administrator: Command Prompt \;‘i-

C:“\Program Files“Supermicro“SuperDoctorS>sdc —flashlog -

Product — R8DT

3
SuperDoctor 5 version - 5.1.8_build.585-20148306134728
Copyright{(c) 1993-2814 Super Micro Computer,. Inc. A1l Rights Reserved.

2814-03/86 14:23:48 Flash BIOS X8DT32.317 in 111 seconds successfully and backup
the original BIOS to BIOS_2814A386-142148.BAK

C:+Program Files“\Supermicro“SuperDoctorS’ v

Figure 6-15
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6.1.16 -et: Export threshold configuration

In text console, execute the command sdc —et to export thresholds (high/low limits) of all monitored
items.

B8 Administrator: Command Prompt \;‘i-

G:wProgram Files“\Supermicro“SuperDoctorbrsdc —et -

L]

Product - R8DT3
SuperDoctor & version - 5.1.8_build.5@85-20148306134728
Copyright{c> 1993-2014 Super Micro Computer, Inc. All Rights Reserved.

The threzholdConfig.csv has heen created in C:“\Program Filez“\Supermicro“SuperDoc
torbsthresho1ldConfig.csv

GC:~Program Files“Supermicro“SuperDoctors> v

Figure 6-16

Open thresholdConfig.csv located in the [install folder] folder, you can see the details of monitored
items, such as name, high limit, and low limit.

A B 2 D E F G
1 Key Type IsMonitored Name HighLimit LowLimit Reading
2 1 103 TRUE CPUL Temp LOW
3 2 103 FALSE CPU2 Temp NA&
4 3 3 TRUE System Temp 75 33
5 4 2 TRUE CPUL Vcore 1.352 0.672 0.952
6 5 2 FALSE CPU2 Vcore 1.352 0.672 0
7 6 2 TRUE CPUL DIMM 1648 12 1.584
8 7 2 FALSE CPU2 DIMM 1.648 2 0
9 8 2 TRUE +1.5V 1656 1.336 1.512
10 9 2 TRUE +3.3V 3.648 2.928 2976
11 10 2 TRUE +3.3VSB 3.648 2.928 3.216
12 11 2 TRUE +5V 5.536 448 4.768
13 12 2 TRUE +12V 13.25 10.706 11.872
14 13 2 TRUE VBAT 3.648 2.928 3.216
15 14 1 FALSE Fanl 675 0
16 15 1 FALSE Fan2 675 0
17 16 1 FALSE Fan3 675 0
18 17 1 TRUE Fan4 675 2430
19 18 1 FALSE Fan5 675 0
20 19 1 FALSE Fant 675 0
21 20 1 FALSE Fan7 675 0
22 21 1 TRUE Fan8 675 2430
23 96 3 TRUE P1-DIMMI1 A Temp 80 40
24 97 3 FALSE P1-DIMMI1B Temp 80 0
25 93 3 TRUE P1-DIMMZ24 Temp 80 43
26 99 3 FALSE P1-DIMMZB Temp 80 0
27 100 3 TRUE P1-DIMM34 Temp 80 43
28 101 3 FALSE P1-DIMM3B Temp 80 0

Figure 6-17
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6.1.17 -it: Import threshold configuration

The —it argument is provided to import threshold configuration data (high/low limits) for SuperDoctor 5
without a web console. To execute the command sdc —it, it is required to have a cvs (Comma-separated
values) file containing the threshold. Note that to have the cvs file, execute —et to export threshold
configuration in advance.

Modify thresholdConfig.csv located in the [install folder] folder to suit your needs. Note that you can
only decide if an item should be monitored (column: IsMonitored) and to change the threshold (column:
HighLimit and LowLimit) of an item.

A B & D E F G

| |Key Tvpe [shonitored MName HighLimit LowLimit Reading

> 1 103 TRUE CPU! Tamp LOW

3 > 103 FALSE CPUZ Temp A

4 3 3 TRUE System Temp 75 33
5 4 B TRUE CPUI Veore 1.352 0.672 0.952
6 5 2 4 CPUZ Veore 1.352 0.672 0
7 6 2 CPU1 DIMM 1,648 L2 1.584
8 7 > FALSE CPU2 DIMM 1,648 i 0
9 8 > TRUE +1.5V 1.656 1.336 1.512
10 9 2 TRUE +3.3V 3.648 2,928 2.976
1 10 > TRUE +3.3VSB 3.648 2,928 3.216
i 1 > TRUE +5V 5.536 448 4768
13 12 2 TRUE +12V 10,706 11872
14 13 D TRUE VBAT 3.648 2,928 3.216
15 14 ! FALSE Fanl 675 0
16 15 ! FALSE Fan2 675 0
17 16 1 FALSE Fan3 675 0
18 17 1 TRUE Fand 2430
19 18 ! FALSE Fan3 675 0
20 19 1 FALSE Fanfs 675 0
21 20 1 FALSE Fan7 675 0
2 21 ! TRUE Fang 675 2430
23 96 3 TRUE PL-DIMMIA Temp 30 40
24 o7 3 FALSE P1-DIMMIE Temp 80 0

Figure 6-18

In text console, execute sdcs —it [csv_file_name] and you will see the import status of the threshold
configuration file:
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= Administrator: Command Prompt \;‘i-

C:+Program Files“\Supermicro“SuperDoctorbrsdc —-it thresholdConfig.csv “
=

Product — X8DT

3
SuperDoctor & version - 5.1.8_build.5@85-20148306134728
Copyright{c> 1993-2014 Super Micro Computer, Inc. All Rights Reserved.

Threshold configuration is imported successfully t

GC:~Program Files“Supermicro“SuperDoctors>

Figure 6-19

6.1.18 -rt: Reset threshold to default settings

In text console, execute the command sdc —rt to reset thresholds (high/low limits) to manufacture
default settings.

= Administrator: Command Prompt \;‘i-

C:xProgram Filez“\Supermicro:SuperDoctorbisdc —-»rt “

I
Product — #8DT3

SuperDoctor 5 version - 5.1.8_huild.5B5-20148306134728
Copyright{(c) 1993-2814 Super Micro Computer,. Inc. A1l Rights Reserved.

Threshold configuration is reset to default.

GC:~Program Files“Supermicro“SuperDoctors>

Figure 6-20
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7 SD5 Tray

SuperDoctor 5 provides a program called SD5 Tray allowing the Windows user to get alert messages on
the desktop. To use this function, you have to configure SD5 notification methods in advance, see 4.5.1
Alert Configuration for more information. Note that this function is only available on Windows platforms.

7.1 Verifying SD5 Tray on Windows

When you install SuperDoctor 5, SD5 will insert an SD5 tray icon into your system tray. To see the SD5
tray icon (see the figure below), use the same account you install SD5 to log on the Windows system.

@9 BB = sz
Figure 7-1

When the SD5 Tray receives alert messages, the tray icon will change.

@)@ EIEIS S sizem

Figure 7-2

Click the SD5 tray icon. The detailed alert messages are displayed in the dialog box.

This system has the health information:
Problem:

CPU2 Vcore is

CRITICAL

at 2013-08-02 18:20:20

Detailed:
CPU2 ¥Ycore is 0.0 % high limit=1.352 low limit=
0672

Acknowledge Dismiss =
MR 11:20aM
Figure 7-3
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The buttons in the dialog box:

e Acknowledge: Acknowledges an alert. Every alert will be kept until it is acknowledged. If
acknowledged, it will no longer display in the dialog box.

e Dismiss: Minimizes the dialog box.

e Previous: Reads the previous alert.

e Next: Reads the next alert.

7.2 Manually Controlling SD5 Tray

Besides the SD5 tray icon, you are able to see a minimized window showing on the task bar.

{2 sD5 Tray I MOHBRE szem
Figure 7-4

You can close the SD5 Tray by right-clicking the SD5 window and then selecting Close.

= Restore
Move
Size

- Minimize

O Maximize

X Close Alt+F4

|| ) 5DS Tray
Figure 7-5

To start the SD5 Tray on the desktop, click the Windows Start button, select All Programs, click the
Startup folder, and click Start SuperDoctor 5 Tray.

& Windows Catelog

€ Intemnet Explorer (64-bi)

(4 Outlook Express Wl Start SuperDoctor S Tray
4+ Remote Assistance

Figure 7-6
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8 SSM Utilities

Two Supermicro Server Manager (SSM) utility applications, changejvm and change_cert_pwd, are
provided to change Java VM and to assign the password used in the agent key store used by SD5. This
chapter shows you how to use the utilities.

8.1 Using Change]JVM to Change a Java VM

When users install SuperDoctor 5, they can choose the kind of Java VM to be used. The utility
changejvm located in the [install folder]\tools folder can be used to change a Java VM.

Usage:
changejvm [-p <arg>] [-h | --help ] [j <arg>]

Options:
-p The root folder of SD5. The argument is optional and the default value is [install folder].

*. The kind of Java VM to be used, e.g., /usr/java/jdk1.6.0.35/jre/bin/java
-h, --help Shows the help menu.

(*indicates a required attribute)

The following figure shows how the command

changejvm.bat —j C:\Java\jre1.6.0_01\bin\java.exe —p "C:\Program Files\Supermicro\SuperDoctor5"
is used to change to another version of Java VM (JRE 1.6.0_01).

e+ Administrator: Command Prompt

Program Files“Supermicro~SuperDoctorSstools>changejem.bat —j C:xJavasjrel.6.8_B1isbinxja
a.exe —-p “"C:~“Program Filesz“SupermicrosSuperDoctorb" 1
he JUM paths have heen changed successfully.

SNProgram Filezs“\BupermicrosSuperDoctorSstools_

Figure 8-1
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The following figure shows how the command changejvm.bat —j "C:\Program
Files\Supermicro\SuperDoctor5\jre\bin\java.exe" —p "C:\Program Files\ Supermicro\SuperDoctor5" is
used to change to the built-in Java VM of SD5. The built-in Java VM (JRE 1.6.0_43) is located in the
[install folder]\jre\bin folder.

.| Administrator: Coommand Prompt

~Program F1les\Supernlcro\SuperDucturS\tools>changeaum hat —j "C:=“Program F11&s\3upern1c
o~SuperDoctorssjresbinsjava.exe'” —p "C:N\Program Files“Supermicro“SuperDoctors" 1
he JUM paths have heen changed successfully.

Program Files\SupermnicroSuperDoctorbstools>

Figure 8-2

@ Notes:

— 1. You need to stop the SuperDoctor 5 service before changing Java VM if SuperDoctor 5 is

still running.

2. You need to manually restart the SuperDoctor 5 service after changing Java VM.
The architecture of Java VM you selected must suit the installation program. For
example, to use an x86 version of SD5, you need to install an x86 version of Java VM
first.

4. It'srecommend that you use the latest version of JRE 6 in SD5. Only Oracle JRE 6 update
29 and JRE 6 update 43 are currently tested on both Windows and Linux platforms.
Other Oracle JRE (i.e. JRE 7) and Non-Oracle Java VM (i.e. OpenlDK) are not supported in
this version.
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8.2 Using Change_cert_pwd to Change Certificate
Password

When you create customized certification with the SSMCertificate program, you can reassign the
certificate password to be used in SD5. The utility change_cert_pwd located in the [install folder]\tools
folder can be used to change the certificate password defined in the agent.cfg.

Usage:
change_cert_pwd [-p <arg>] [-h | --help ] [-s <arg>]

Options:
*p The password to be encoded in agent.cfg.
-S The root folder of SD5, e.g., /opt/Supermicro/SuperDoctor5. The argument is optional and

the default value is SD5_HOME.
-h, --help Shows the help menu.

(*indicates a required attribute)

The following figure shows how the command change_cert_pwd.bat —p 123456 —s ..\ is used to change
the password in agent.cfg used by SD5.

.| Administrator: Command Prompt

:s>echange_cert_puwd._bat —p 123456 - ..M\
he password in agent.cfg has been changed successfully. i

NI

Figure 8-3

Note that you need to restart SD5 service for the new certificate password to take effect.
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9 SSM Certification

When server-side applications (i.e. SSM Server, SSM Web, and SSM CLI) communicate with a
SuperDoctor 5, the communication channel can be configured to use Secure Sockets Layer (SSL). SSM
supports secure communications with SSL and a public key infrastructure (PKI). A built-in key pair shared
by the SSM Server, SSM Web, and SSM CLI and a key pair for the SuperDoctor 5 are included in the SSM
installation program. By default, SSM uses the built-in key pairs to establish an SSL channel for
communications.

Hacker

Cannot break secured channel %

............ —

request
SSM Server SuperDoctor 5
response

..........................

SSL Communication Channel

==
Server Server Agent Agent
Trust Store Key Store Key Store Trust Store

Trusted CA e L. Trusted CA
Certificate od II & Certificate
Key Key
Figure 9-1

As shown above, the SSM Server and SuperDoctor 5 use two key stores to preserve their key pairs and
the trusted client’s public keys, respectively (Note that the SSM Server, SSM Web, and SSM CLI use the
same Server Trust Store and Server Key Store to establish secure communication channels with the
SuperDoctor 5.) For the SSM Server, the Server Key Store contains an SSM Server private key. For the
SuperDoctor 5, the Agent Key Store contains a SuperDoctor 5 private key. The Agent Trust Store
contains SSM Server public keys. To ensure secure communications, the SSM Server uses the
SuperDoctor 5’s public key to encipher messages and sends the enciphered messages to the
SuperDoctor 5. The enciphered messages can only be deciphered with the SuperDoctor 5’s private key,
which is safely kept by the SuperDoctor 5. When the SuperDoctor 5 sends messages back to the SSM
Server, it uses the SSM Server’s public key to encipher the messages that are then deciphered by the
SSM Server with its own private key. Even if the messages are sniffed by hackers, they cannot
understand the enciphered messages.

Note that you do not need to manually replace the built-in key pairs if you install the SuperDoctor 5 only.
For more information on replacing the default key pairs by using the SSM Certificate program, please

refer to 12 SSM Certification in SSM User’s Guide.
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A Log Settings

SuperDoctor 5 uses a log file to record runtime information and errors. By default, SD5 backs up 10
copies of 1 log file when it reaches a maximum size of 8 MB. The backup files are sequentially numbered.
For instance, backup files are named sd5.log.1, sd5.log.2, sd5.log.3, and so on. You can change the
maximum log file size and maximum number of backup copies.

Configure log properties of SuperDoctor 5:

1. Stop the SuperDoctor 5 Service. Please refer to 2.3 Manually Controlling SD5 Service for more
information.

2. Find log4j.properties located in [install folder]\config and open it with a text editor.
Find the content that contains this line:
log4j.appender.LOGFILE.MaxFileSize=8000KB
Modify the word 8000KB to an appropriate value. Allowable units are KB, MB and GB. This line may
be commented out if no file size constraint is to be applied.

4. Find the content that contains this line: log4j.appender.LOGFILE.MaxBackupindex=10

Modify the keyword 10 to an appropriate value.

5. Save the file and restart the SuperDoctor 5 service.
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B Third-Party Software

The open source libraries used by SD5 are listed below:

Library

Antlr

Apache commons
cglib

comdéj

Ehcache

JACOB

JavaMail (mail.jar)
jcommon

jetty

JFreeChart

Java Native Access
Joda Time

jQuery
json-simple

gson

Log4)

Quartz

Smiparser

SLF4)

SNMP4)

Spring framework
Wicket

xstream

xml-apis

xerces XML parser

License

BSD

Apache License
Apache License
MIT

Apache License
LGPL

CDDL

LGPL

Apache License, Eclipse Public License

LGPL

LGPL

Apache License
MIT

Apache License
Apache License
Apache License
Apache License
Apache License
MIT

Apache License
Apache License
Apache License
BSD

Apache License
Apache License
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C Updating Configurations

For non-IPMI SKU motherboards, SuperDoctor 5 automatically detects the monitored sensors based on
the configuration files. When the message “The health information of the XXXXX motherboard is not
available” on the Heath Info page, it is necessary to update SuperDoctor 5 and the configuration files
since the older version of SuperDoctor 5 may fail to detect the sensors. The steps below guides you to
update the configuration files manually.

| Health Info

The health information of the X8DTL motherboard is not available.

K3 Hard Disk
Sy

ml

—
=3
| desda

% Memory

Figure C-1

To update the configuration files, follow these steps:

1. Download the latest file TMHealth2-resource-XXX.jar from the Supermicro FTP site:
ftp://ftp.supermicro.com/utility/SuperDoctor_5/.

2. Copy and paste this file to replace the existing file [install folder]/plugin/builtin/TMHealth2-
resource-XXX.jar.

3. Execute the command sdc with the argument -rd to redetect the monitored items with the new
configuration file.
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